GENERAL TERMS AND CONDITIONS APPLICABLE TO PURCHASE OF
ELECTRONIC COMMERCE SERVICES (SPECIAL ITEM 132-52)

A. ORDER TERM.

1. Initial Order Term The nitial term for the Services("Initial Order Term™) will be
statedon the ordering activity’s purchaseorder (“Order”) andwill beginon the date
servicesare installed and available for the ordering activity’s use. The minimum
Ordertermwill bemutuallyagreedto by Sprint and ordering activity. In this Section
I, theterm Serviceswill refer,individually or collectivelyto the servicesprovidedfor
in thefollowing SectionsunderSIN 132-52.

2. ExtensionPeriods

2.1  The purpose of an extension period is to help the ordering activity avoid any
unintended interruption in Service at the end of the Initial Order Term.
Therefore, if the ordering activity does not provide Sprint with 30 days written
notice of its intent to terminate the Order prior to the end of the Initial Order
term, the Order term will automatically extend for successive 60-day periods
(“Extension Periods”). Sprint will notify the Ordering activity prior to expiration
of Initial Order Term as a reminder of this provision. The ordering activity will
be responsible for providing and keeping current the phone number and e-mail
address of Ordering activity designated point of contact to receive such notices.

Initial point of contact information and all subsequent Ordering activity updates
will be sent to the Contractor’'s Ordering address specified in the Information for
Ordering activities Section of this agreement.

2.2  After expirationof the Initial Order Term, either party may terminatean
ExtensionPeriodwith 30 daysadvancewritten notice or the Ordering activity
may executea newOrderfor Servicesnith a minimumtermof 1 year.

3. Termination To terminate Services, the ordering activity must provide Sprint with
30 days prior written notice. The ordering activity will be responsible for payment
of charges incurred through the effective date of termination and any additional
charges or costs consistent with FAR 52.249-2.

B. ORDERING ACTIVITY-PROVIDED HARDWARE OR SOFTWARE.

1. Responsibility Sprint is not responsible for the installation, operation, or
maintenance of hardware or software not provided by Sprint (“ordering activity-
Provided”); nor is Sprint responsible for the transmission or reception of information
by ordering activity-Provided hardware.

2. Selection and UseThe ordering activity will be responsible for the selection, use and
compatibility of ordering activity-Provided hardware or software. If such hardware or
software impairs the Ordering activity’s use of the Services, the ordering activity will
nonetheless be liable for payment for Services. Upon notice from Sprint that the
Ordering activity-Provided hardware or software is causing or is likely to cause
hazard, interference, or service obstruction the ordering activity will eliminate such
hazard, interference, or service obstruction. Sprint reserves the right to disconnect
the Services until such hazard, interference, or service obstruction is corrected. If
requested by the ordering activity, Sprint may, at its then-current rates, troubleshoot
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difficulties caused by ordering activity-Provided hardware or software.

3. ObsolescenceSprint will not be responsible if any changes in Services cause ordering
activity-Provided hardware or software to become obsolete, require modification or
alteration, or otherwise affect performance of such hardware or software.

4. Ordering activity-Provided Routef the ordering activity provides its own router to
interface with the Services, then the ordering activity is fully responsible for the
installation, maintenance, and configuration of such ordering activity-Provided
router, however, Sprint may, in cooperation with the ordering activity, set the initial
configuration for the router interface into the Services.

C. PROPRIETARY RIGHTS AND INFORMATION PROTECTION

1. Software License Sprint grants to the ordering activity a non-exclusive and non-
transferable license to use software that may be provided with or included in the
Services for the sole purpose of enabling the Ordering activity to use such Services.

2. Title and Property RightsTitle and property rights to Sprint-provided software and
equipment are and will remain with Sprint or its suppliers, whether or not embedded in
or attached to realty. Title and property rights to IP addresses assigned to the
ordering activity by Sprint are and will remain with Sprint.

3. Trade SecretsThe Ordering activity recognizes that Services provided hereunder
constitute valuable trade secrets of Sprint or its suppliers. The ordering activity will
protect any software used by the ordering activity that is provided with or included in
the Services, and will make no attempt to examine, copy, alter, reverse engineer,
tamper with, or otherwise misuse such software.

4. Trademark/Trade NameThe ordering activity will not use the Sprint trade name and
any Sprint trademark or service mark in any fashion without the prior written
consent of Sprint.

5. Proprietary Information Information that is identified as proprietary to either
party which is delivered or disclosed to the other party will, for a period ending 3
years from the expiration or termination date of the Orddve(held in confidence
by the receiving party; (ii) be disclosed only to those employees or authorized
representatives on a need-to-know basis, and (iii) be used only in fulfillment of the
receiving party's obligations under the Order. Neither party will be liable for the
disclosure or use of such data or proprietary information which: (a) is, or becomes,
publicly known, other than by breach of the Order; (b) is obtained by the receiving
party from a third party without restriction, (c) is previously known by the receiving
party; (d) is, at any time, developed by the receiving party completely independent
of any disclosures hereunder; or (e) is required to be released by law.

D. WARRANTIES. EXCEPT AS OTHERWISE PROVIDED UNDER THE
FOLLOWING SECTIONSFOR SIN 132-52,SPRINT MAKES NO WARRANTIES
FOR SERVICES USED IN A MANNER THAT IS INCONSISTENT WITH
STANDARD INTERNET USAGEORAPPLICATIONS.

E. LIMITATION OF LIABILITY
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1. IN NO EVENT WILL SPRINTBE LIABLE TO THE ORDERINGACTIVITY OR
ANY THIRD PARTY FORANY OF THE FOLLOWING: (i) AMOUNTS DUE THE
ORDERING ACTIVITY FROM PERSONS TO WHOM THE ORDERING
ACTIVITY SELLS PRODUCTS OR SERVICES USING THE SERVICE, (ii)
DAMAGES ARISING FROM THE ACCESSTO THE ORDERING ACTIVITY’S
CONTENT, OR DOWNLOADING BY A THIRD PARTY OF PRODUCTS,
SERVICES,OR INFORMATION CONTAINED IN THE CONTENT WITHOUT
AUTHORIZATION, OR (i) CREDIT CARD VERIFICATION OR
AUTHORIZATION OTHER THAN THOSE MADE BY SPRINT. IN ADDITION,
SPRINTWILL, UNDER NO CIRCUMSTANCESBE LIABLE TO THE ORDERING
ACTIVITY ORANY THIRD PARTY FOR CONSEQUENTIAL,INCIDENTAL OR
SPECIAL DAMAGES, INCLUDING LOST PROFITS OR REVENUES, EVEN IF
SPRINT HAS BEEN APPRISED OF THE LIKELIHOOD OF SUCH DAMAGES
OCCURRING.

2. SPRINT WILL NOT BE RESPONSIBLE FOR (i) SERVICE IMPAIRMENTS
CAUSEDBY ACTS WITHIN THE CONTROL OF THE ORDERING ACTIVITY,
ITS AGENTS, SUBCONTRACTORS,SUPPLIERS, LICENSEES OR USERS; (ii)
INTEROPERABILITY OF SPECIFIC ORDERING ACTIVITY APPLICATIONS;
(iii) INABILITY OF THE ORDERINGACTIVITY OR ANY USERTO ACCESSOR
INTERACT WITH ANY OTHER SERVICEPROVIDERS NETWORKS,USERSOR
INFORMATIONAL OR COMPUTING RESOURCESTHROUGH THE INTERNET;
(iv) INTERACTIONS WITH THIRD PARTIESTHROUGH THE INTERNET; (v)
SERVICES OR EQUIPMENT PROVIDED BY THIRD PARTIES; OR (vi)
PERFORMANCEIMPAIRMENTS CAUSEDELSEWHEREON THE INTERNET.
SPRINTWILL NOT BE LIABLE FOR UNAUTHORIZED ACCESSBY THIRD
PARTIES TO THE ORDERING ACTIVITY'S OR ITS USER'S OR THIRD
PARTIES TRANSMISSION FACILITIES OR PREMISESEQUIPMENT OR FOR
UNAUTHORIZED ACCESS TO OR ALTERATION, THEFT, LOSS OR
DESTRUCTIONOF THE ORDERINGACTIVITY’S OR ITS USER’S OR THIRD
PARTY’'S NETWORK, SYSTEMS, APPLICATIONS, DATA FILES, PROGRAMS,
PROCEDURESOR INFORMATION THROUGH ACCIDENT, FRAUDULENT
MEANS ORDEVICESORANY OTHERMETHOD.

3. EXCEPT TO THE EXTENT CAUSED BY THE NEGLIGENCE OF SPRINT,
SPRINT WILL NOT BE LIABLE FOR CLAIMS OR DAMAGES RESULTING
FROMOR CAUSEDBY: (i) THE ORDERINGACTIVITY'S FAULT, NEGLIGENCE
ORFAILURE TO PERFORMTHE ORDERINGACTIVITY'S RESPONSIBILITIES;
(i) CLAIMS AGAINST THE ORDERINGACTIVITY BY ANY OTHER PARTY
(EXCEPT FOR CLAIMS OF COPYRIGHT OR PATENT INFRINGEMENT AS
SPECIFIEDHEREIN); (i) ANY ACT OR OMISSION OF ANY OTHER PARTY;
OR (iv) EQUIPMENT OR SERVICESFURNISHEDBY A THIRD PARTY.

F. INDEMNIFICATION.

1. The ordering activity will indemnfy, defendand hold harmlessSprint, its parent,
subsidiary and affiliated corporationsand their respective directors, officers,
employeesagents,successorand assigns,from and againstany and all claims,
damagesliabilities, losses,ordering activity proceedingsand costs and expenses,
includingreasonablattorneys’feesandcostsof suit, arisingout of claims relatedto:
(i) the negligentor willful acts,errorsor omissionsof the ordering activity or its
employeesand agents;(ii) the ordering activity’'s Content,or the marketingand
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promotional activities of the ordering activity or its agents pertaining to the
ordering activity’s Content; and (iii) any transactionsor dealings between the
ordering activity and a third party. The claims indemrified underthis subsection
include copyright, trademark, service mark, patent and any other intellectual
property-typeclaim.

2. Sprint will be indemnified and saved harmless by the ordering activity from and
against all loss, liability, damage and expense, including reasonable counsel fees,
caused by:

2.1 Negligentactsor omissionsof officers, employeesagents,or contractorsof
the Ordering activity which result in claims and demandsfor damagesto
propertyor for injury or deathto personsjncluding paymentamadeunderany
Worker's CompensatiorLaw or underany plan for employee'sdisability or
deathbenefits;

2.2 Any claimsarising from information, data,or messagefransmittedover the
network by the ordering activity including, but not limited to, claims for libel,
slander,invasion of privacy, infringementof copyright, and invasion and/or
alterationof privaterecordsor data;and

2.3 Claims for infringementof patentsarising from the use of hardwareand
softwarenot providedby Sprintin connectiorwith Services.

3. If promptly notified of any action brought against the ordering activity
based on a claim that Sprint-provided Services used by the ordering activity infringe
a United States patent or copyright, Sprint will defend such action at its expense and
will pay any and all fees, costs, or damages that may be finally awarded in such
action or resulting settlement. In the event that a final injunction is obtained
against the ordering activity prohibiting use of Services by reason of infringement of
a United States patent or copyright, Sprint will at its option and expense either:

3.1 procuretheright for the orderingactivity to continueusingthe Servicespr
3.2 procurealternativeServiceswvhich furnishequivalenfunctionality; or

3.3 direct the ordering activity to return such Servicesto Sprint, and in such
event,the Orderrelatingto suchreturnedServiceswill terminate.

G. PUBLIC INFORMATION. The ordering activity understandsthat the Service may
requireregistrationsand relatedadministrativereportsthat are public in natureand that
Sprint may include the ordering activity’s designatedadministrative/technicaboint of
contact(sandcontactinformationin directoriesasrequiredby Internetgoverningbodies
(including, but not limited to, Domain Name Service).At the time of orderthe ordering
activity will be askedto provide its written authorization. The ordering activity’s
inability to providesuchauthorizatiormaylimit thelevel of serviceSprintcan provide

H. FORCE MAJEURE.

Force Majeure Liability. Neitherparty will be responsiblgor any delay, interruption
or otherfailure to perform under the Order due to acts beyond the control of the
responsibleparty. Forcemajeureeventsinclude, but are not limited to: natural disasters

Sprint Communications Company, L.P. GS-35F-0329L
Page
(800) 535-4250



(e.g. lightning, earthquakeshurricanesfloods); wars,riots, terrorist activities, and civil
commotionsgablecuts,local exchangesarriers'activities,andotheracts of third parties;
explosionsandfires; embargoesstrikes, and labor disputes;and ordering activity decrees.
The affectedpartywill give noticeto the otherparty of any force majeureevent.Upon
notice, either party may cancel or delay performancewithout liability (except for
paymentof any outstandingamaunts due the other party) during the force majeure
event.If theeventcontinuedor morethan60 daysandadverselyand materiallyimpacts
the affectedparty, that party may terminateany affectedelementsof Serviceswithout
liability, or the Orderwithout liability if a majority of Servicesare affected.

I. SPRINT'S IP POLICIES. Sprint’s IP Policies are designed to help protect Sprint,
Sprint’s customers, and the Internet community from irresponsible or illegal activities.

1. AcceptableCustomeiConductPolicy

11

(@)

(b)

(€)

(d)

(e)

)

(9)

1.2

Sprint IP customers shall not, nor shall they permit or assist others to abuse
or fraudulently use Sprint IP Products and Services, including but not limited
to the following:

Sending unsolicited e-mail that causes complaints from the recipients of such
unsolicited e-mail; or,

Mail bombing (sending large quantities of unwanted or unsolicited e-mail to
individual e-mail accounts); or,

Unauthorized attempts by a user to gain access to any account or computer
resource not belonging to that user (e.g., “spoofing”); or,

Obtaining or attempting to obtain service by any means or device with intent
to avoid payment; or,

Unauthorized access, alteration, destruction, or any attempt thereof, of any
information of any Sprint customers or end-users by any means or device; or,

Knowingly engagingin any activitiesthatwill causea denial-of-servicge.g.,
synchronizednumber sequence<SYN> attacks)to any Sprint customersor
end-usersor,

Using Sprint’s products and servict interfere with the use of the Sprint
network by other customers or authorized users, or in violation of the law or
in aid of any unlawful act.

Customer ResponsibilityEach Sprint IP customer is responsible for the
activities of its customer base or end users and, by accepting service from
Sprint, is agreeing to ensure that its customers abide by this Policy.
Complaints about customers or end users of a Sprint IP customer will be
forwarded to the Sprint IP customehiestmaster for action. If irresponsible
or illegal activity continues, the Sprint IP customer’s products and services
may be subject to termination or other action as Sprint deems appropriate
without notice
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1.3 AccountTermination Sprint has the right to terminatethe accountof an
offending customeror take other action as Sprint deemsappropriatewithout
notice(e.g.,addressiltering).

1.4 Policy Modification.Sprint reserves the right to modify this Policy at any
time.

2.  Sprint IP WekHosting" Policy

2.1 SprintIP Web Hosting™ customersshall not, nor shall they permit or assist

(@)

(b)

(©)

othersto, abuseor fraudulently use Sprint's IP Web Hosting" Service,
includingbut not limited to thefollowing:

Disclose the ordering activity Administrator passwords and/or IDsyto a

third party who has not signed a non-disclosure agreement with the Ordering
activity protecting the proprietary nature of information disclosed or made
available during the development of the ordering activity’s Content. Title to
passwords and ID’s assigned to the ordering activity Administrator are and
shall remain with Sprint, and should be treated by the ordering activity as
private and confidential information of Sprint.

Develop web sites or Content, knowingly or unknowingly, which Sprint
considersdestructivein nature(e.g., aggressivelycapturesCPUs, memory,
and/orl/O to the point whereit is seriously degradingperformanceof the
Serverandis inhibiting othercustomer’sability to usethe Service).

Provide material that is, in the sde opinion of Sprint, threateningor
harassing, obscene or pornographic, profane, abusive, libelous, socially
objectionable,unlawful, discriminatory, offensive, or protected by trade
secrets.Sprintwill be indemnifiedand held harmlessby the ordering activity
from anyandall claimsandactions,damagesgosts,andexpenseshatarisein
connectiorwith the orderingactivity’s Content.

2.2 Sprintreservegheright to removeContentfrom it Serverswhich Sprint, in

its sole discretion, determinesto be in violation of these Policies. If

irresponsibleor illegal activity continuesthenthe Sprint IP Web Hosting™

Service may be subjectto termination or other action as Sprint deems
appropriatevithout notice.

2.3 ACF/COCWaivers:Sprintwill waive 100% of the monthlyrecurringand one-

time installationof ACF and COC chargeson Sprint-provided,Domesti IP
Dedicatedocal accesdinesinstalledunderthe orderingactivity’s Order.

3.  Dampening Policy

3.1 Dampening Internet Traffic. Sprint dampens Internet traffic to confine

network

instabilities to a localized area. Network instabilities are caused by customer
route flapping. Dampening prevents network instabilities from destabilizing
the Sprint Internet Network, other Sprint customer networks, and other
portions of the global Internet. Sprint uses Cisco Router IOS BGP to dampen
Internet traffic.
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3.2 Some Definitions

« Dampen To preventexcessivaoutechangeannouncement§om entering
the Sprint Internet Network and degrading router performance.Sprint
dampengouteannouncementshenthe customeiexceedsts DampenLimit.
Sprint stopsdampeningand renews announcingcustomerroutes when the
customerreachests Reusd_imit.

« DampenLimit. Customeipenaltyvalue at which point Sprintdampenghe
customerouteannouncementd.he currentDampenLimit is 2000.

* Filter. To control which route announcementare acceptedand that are
rejectedby Sprint's Internet Network. Sprint reviews all customerroute
announcements$o determineaddressacceptabity. Routes determinedby
Sprintto requirerejectionareimmediatelydampened.

* Penalty. Numericvaluethatis assignedo a route announcementhen that
route announcementiaps. The current Penalty per flap is 1000. Penalty
valuesautomaticallydecreas 100 perminutein the absencef flapping.

* RouteFlap. Frequenthangein state(addition-removal)f customeroute
announcementsRoute flaps are typically causedby BGP sessionresets;
changesn state(on-off) of router;changesn state(up-down)of privateline;
changan routerfilter list; high-circuiterrorrate.

« ReuselLimit. CustomerPenaltyvalue at which point Sprint automatically
stopsdampeningcustomerroute announcements he currentReuseLimit is
750.

3.2DampenindProcess Routedampening (introducedn CiscolOSversionl11.0)isa

mechanisnto minimize the instability causedy route flapping and oscillation over
the Internet. To accomplishthis, criteria are defined to identify poorly behaved
routes.A routethatis flapping getsa Penaltyfor eachflap. When the cumulative
Penalty reachesa predefined suppress-limit the advertisementof the route is
suppressedl he Penaltywill beexponentiallydecayedasedon a preconfiguredhalf-
time When the Penalty decreasesbelow a predefired Reuse-Limit, the route
advertisemenwill beunsuppressed.

3.3 Sprintdampengoute advertisement$or both customersand non-customers
on
flapping (unstable) routes basedon a progressivescale. Flapping 24-bit
prefixesare held down from minutesto hoursuntil the link is stabilizedand
remainsstabilizedfor areasonabl@eriodof time.

3.4 Ordering activity customers experiencing route dampening may open a
trouble ticket
by calling Sprint’'s Service Management Center (SMC) at 1-800-877-5045.

4. InternetServiceProviderPolicy. Sprintappliesspecificlimitations to its Internet
ServiceProvider(ISP) customers.Sprintconsidersa customerto bean ISP if Sprint
determineghat the customer’sprimary useof its dedicatedinternetconnectionis
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to resell Internetaccess,ncluding the sale of dedicatedinternet connectionsor
SLIP/PPHial-up connectiongo othersastheserequirethatan IP network, subnet
or hostnumberbeassignedo theenduser.

4.1 The following limitations are applied ®print’s ISP customers:

(a) ISPsarenoteligibleto receiveFrameRelay-InterneGatewayservice

(b) ISPsarenoteligibleto receiveATM-Internet Gatewayservice

(c) ISPsarenoteligibleto rentroutersfrom Sprint

(d) ISPsarenoteligibleto purchaseoutermaintenanceontractdrom Sprint

(e) ISPsarenoteligibleto purchasd’rimaryDNSservicefrom Sprint

(f) ISPsareeligibleto receiveSecondarypNSservicefrom Sprint

(g) Sprint doesnot provide Primary DNS or SecondaryDNS for customersof
SprintISP customers

5. IP_Address Agaregation and Filtering Policy

51

52

53

(@)

(b)

Description of Aggregation and FilteringAggregation” refers to Sprint's
implementation of Classless Inter-Domain routing (CIDR) to aggregate
multiple IP addresses under a single IP address. “Filtering” refers to the
process of intentionally prohibiting kRatagrams with pre-selected IP
addresses from entering the Sprint Internet Network. “Announcing” refers to
the process of distributing routing tables to other autonomous systems. To
maintain Internet stability and optimize Internet performance, Sprint uses
efficient aggregation and filtering techniques to reduce the number of globally
advertised routes. Customers of other Internet service providers that do not
impose strict aggregation/filtering policies are subject to endure a greater
number of route announcements and route flaps. Sprint aligned its filtering
and aggregation policy with tHETF Best and Common PracticBETF is

the Internet Engineering Task Force), Request for Comment de facto
standards, and Registry guidelines in the attempt to maintain cohesive routing
on the Internet.

IP_Address AdggaregationSprint aggregates IP addresses to limit the growth of
it's

Internet routing tables. Routing tables have grown quickly, reflecting the
growth in number of Internet users. Routers lack the hardware capabilities to
efficiently route all IP addresses. Sprint aggregation allows its routers to
continue to route efficiently, while simultaneously allowing for the number of
Internet users to grow exponentially.

Aggregation Policies For Sprint customers, Sprint applies the following
aggregation policies:

For all single-homed customers, Sprint aggregates their IP addresses into IP
addresses as short as /16 and /17 address blocks.

For multi-homed customers, Sprint will announce IP addresses as short as /24.
To avoid being filtered by other ISPs, the multi-homed customers must
aggregate their own IP addresses. Sprint does not guarantee that customers
who announce /24s will not be filtered by other ISPs. Since routers are
programmed to direct traffic to the more specific route announcement,
Multi-homed customers may want to announce /24s to both of their upstream
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53

54

(@)
(b)
(€)
(d)
(e)

)

(9)
(h)

ISPs so that their routers would consider other routing metrics, séh as
path, to determine IP datagram path.

IP_Address FilteringSprint’s Filtering policy affects only multi-homed
customers.

Sprint filters IP addresses to enforce CIDR, as described at:
http:/rs.internic.net:templates/internet-number-request.txt

Listed below are those situations in which Sprint employs filtering for non-
Sprint
customers. This policy has been in effect since October 1996:

For Class A addresses (0.1.0.0 through 126.0.0.0), Sprint filters IP addresses
longer than /8s (/9, /10, /11, etc.)

For Class B addresses (128.0.0.0 through 191.255.0.0), Sprint filters IP
addresses longer than/16 (/17, /18, /19, etc.)

For Class C IP addresses (192.0.1.0 through 223.255.255.0), Sprint filters IP
addresses longer than /19 (/20, /21, /22, etc.)

For 195.0.0.0/8 IP addresses, Sprint filters IP addresses longer than /19 (/20,
121, /122, etc.).

For 206.0.0.0/8 through 223.0.0.0/8, Sprint filters IP addresses longer than
/19

(/20, 121, /122, etc.)

For all Classful addresses not announced before July 1995, Sprint filters IP
addresses longer than /19 (/20, /21, /22, etc.)

Sprint filters IP addresses longer than 172.16.0.0/12 (/13, /14, /15, etc.)
Sprint filters IP addresses longer than 192.168.0.0/16 (/17, /18, /19, etc.

6. Autonomous System Number Registration Policy

6.1

(@)

(b)

(©)

(d)

AutonomousSystem(“AS™).

AutonomousSystemis definedasa group of routersand networkscontrolled
by a single administrativeauthority and that use common Internet Gateway
Protocol for routing packets. Consequently, dividing lines between
autonomoussystemsmay or may not match the physical dividing lines
betweemetworks.

Autonomoussystemsare identified by AS Numbers(ASNs), globally unique
numbers issued by the Internet Assigned Numbers Authority (IANA).
Customerswho want to multi-home and want to use policy-basedrouting
protocols such as BGP-4 must obtain their own ASN. ASNs are issued
accordingto currentneed.An organizationshouldonly requestan ASN when
it is alreadymulti-homedor will be multi-homedwithin onemonth.

Orderingactivity customersvho want to usea non-uniqueASN outsideof the
Internetmay useone or more of IANA’s reserved ASNs: 64512 through
65535.

Orderingactivity customersvho multi-homewith multiple ISPsobtain ASNs
in adifferentfashionthancustomerghat multi-homewith only Sprint.
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http:/rs.internic.net:templates/internet-number-request.txt

6.2 Multi-Homing with Multiple ISPs.Customersvanting to multi-homewith
multiple ISPs (e.g., Sprint and MCI) must obtain an ASN from the IANA
usingthe processdescribedelow. Presently JANA is the only organization
thatis permittedto registerASNs. (Questiongegardingthe ASN registration
shouldbedirectedto thelANA.)

Step 1. Account Team has customerfill out the AS Number Registration
Template, available at ftp://rs.internic.net/templates/asn-
template.txt. Whenfilling out the template,do not alter the version
number,field namesfield positions,punctuationor spacing.Any such
changeto the template may causean error that inhibits 1ANA’s
automatictemplateprocessingprocess,delaying the customer’sability
to obtainthe ASN. The customerneedsto verify with IANA that its
routing policy that differs from its BGP-4 peers.The templatealso
requestgproof that the customerwill be multi-homedto multiple ISPs.
Points of contactfor eachof the customersBGP-4 peersmust be
included.Sprint’'spoint of contactis: bgp4-admin@sprint.net

Step 2: The Ordering activity e-mails the completed template to
hostmaster@internic.net

Step 3:  IANA processes the registration request following INCA guidelines.

6.3  Multi-Homing to Only Sprint Customers wanting to multi-home with only
Sprint
must still obtain an ASN, but through a different process than if they multi-
homed with Sprint and another ISP. Customers may multi-home with Sprint
by purchasing dedicated connections at two or more Sprint Internet Node
sites- Sprint’s Anaheim and Stockton nodes, for examaeby purchasing
two dedicated connections to a single Sprint Internet node site. The following
process is used to providé&SNs tocustomers multi-homing with only Sprint:

Step 1: Account Team indicates in the “comments” field of the Order that the
customer wants to Multi-Home to only Sprint.

Step 2:  Sprint IP Implementations will issue the customer ASN 1790 if the
customer has, or is in the process of, obtaining multiple connections to
Sprint that utilize the same IP address space.

6.4  ASN 1790Limitations Customersthat use ASN 1790 may not announce
ASN
1790to any ISP other than Sprint, or allow other ISPsto announceASN
1790. Customerswvho fail to limit announcementsf ASN 1790 as stated
abovewill immediatelylose BGP connectivityto Sprint, and possibly have
their serviceterminatedIf this occurs,the customemustapplyfor their own
ASN throughthe IANA. Customerausing ASN 1790 who want to run BGP
with anothedSP mustobtaintheir own ASN from the IANA and ceaseusing
ASN 1790. Sprintowns ASN 1790.Customergnay NOT retain the use of
ASN 1790if their servicewith Sprintis terminated,Sprintreserveghe right
to optimize ASN 1790. Sprintwill inform customerausingASN 1790 before
suchoptimization
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7. Border Gateway Protocol (“BGP”) Policy

7.1 BGP RequirementsThe customer must:

()
(b)
(c)
(d)
(e)

®

be multi-homed.

obtain an AS number.

use a router running the equivalent of Cisco 10S 10.3 or higher.

run BGP version 4 or higher.

not allow unfiltered redistribution of routes from their network into
Sprint’s Internet Network, or from Sprint’s Internet Network into
the customer’s network. To prevent injections of invalid routes into
Sprint’s network, the customer must use explicit distribute-list
statements specifically, AS-path filters. AS filters must be inclusive
(listing what is allowable), not exclusive (listing what is not allowed).
aggregate routes as much as possible. Route aggregation limits routing
table growth and decreases the likelihood of filtering by other ISPs.

7.2 The customer network configuration listings must be “sane,” meaning that

no

networks or subnets assigned to other customers may be announced outside of
the customer’s network.

REGULATORY PROGRAMS. Sprint may impose additional charges on the

ordering activity to recoveractual amountsSprintis requiredby regulatoryor other
ordering activity authoritiesto collect on behalf of or pay to othersin supportof

statutory or

regulatory programs, plus associated administrative costs.

Administrativechargesare only permittedto the extentthat chargeappliesto other
busines®or ordering activity customersExamplesof theseprogramsinclude, but are
not limited to, the UniversalService Fund, the PresubscribednterexchangeCarrier
Charge,andcompensatioho payphoneserviceprovidersfor useof their payphones
to accessSprint'sservice.
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SERVICE DESCRIPTION AND ADDITIONAL TERMS AND CONDITIONS
APPLICABLE TO INTERNET ACCESS SERVICES

A. ADDITIONAL TERMS AND CONDITIONS FOR SPRINT IP SERVICES
In the event of a conflict between the Terms and Conditions applicable to Electronic
Commerce Services contained in Section | and these Terms and Conditions for Sprint
Internet Access Services, these Terms and Conditions for Sprint Internet Access Products
and Services (“Services”) will take precedence.
1. Delivery
1.1 Delivery.

(a) Delivery DateDelivery dateswill be mutuallyagreedto by the partiesand set
forth in eachorderingactivity Order.

(b) Orderingactivity-Requesteelay.

(1) The ordering activity may requestl delay in the delivery date set
forth in the Order (“Original Delivery Date”) if: (a) the delay doesnot
exceed 30 calendardays from the Original Delivery Date; (b) Sprint
receivesthe Ordering activity’s written requestfor the delay at least 10
daysbeforethe Original Delivery Date;and (c) the ordering activity pays
anyadditionalchargesesultingfrom the delay.

(2) If theorderingactivity-requestedelayis morethan 30 calendardays
from the Original Delivery Date, the ordering activity will pay Sprintall
out-of-pocketexpense# incursasa resultof suchdelay.

) If Sprintreceivesthe ordering activity’s written noticeto cancelthe
affectedServicesafter the 30" calendarday from the Original Delivery
Date, the ordering activity will pay Sprint all out-of-pocketexpensest
incursasa resultof suchcancellation.

2. Responsibilitiesof Sprint

2.1 Sprint will provide, install, operate and maintain the Services as required in the
Order. Sprint will not be responsible for cabling that connects ordering activity-
provided equipment to the Services.

2.2 Sprintwarrantsthat Serviceswill bein goodworking orderand will in all material
respectzonformto the requirementof the Order uponthe date installed. The
ordering activity’s remedyfor non-performancef Servicesin accordancewith
the terms of the Order will be repair or replacementor cancellationof the
affectedServicesTHE FOREGOING WARRANTIES ARE IN LIEU OF ALL
OTHER WARRANTIES, INCLUDING BUT NOT LIMITED TO THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE.
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2.3 ACF/COCWaivers: Sprint will waive 100% of the monthly recurring and one-
time installation of ACF and COC chargeson Sprint-provided,Domestic IP
Dedicatedocal acces linesinstalledunderthe orderingactivity’s Order.

3. Responsibilitiesof the Ordering activity

3.1The ordering activity will: (a) at its own expense provide all necessary
preparations required to comply with Sprint's installation and any applicable
maintenance specifications, (b) be responsible for the costs of relocation of
Services once installed, and (c) provide to Sprint and its suppliers, reasonable
access to the ordering activity's premises to perform any acts required by the
Order.

3.2 Theordering activity will properly use the Services. The ordering activity will be
liable for any and all damages to Services located on the ordering activity’s
premises excluding reasonable wear and tear, and damages caused by Sprint. Upon
expiration or termination of the Order, the ordering activity will surrender to
Sprint any equipment and other property owned by Sprint and provided to the
ordering activity.

3.3 The ordering activity will not nor will it permit or assist others to: (a) use
Services for any purpose other than that for which they are intended, (b) fail to
maintain a suitable environment in accordance with the manufacturer's
specifications, or (c) alter, tamper with, adjust or repair the Services. Upon the
occurrence of any of the above, Sprint will be completely released from any
liability or obligation (including any warranty or indemnity obligation) to the
ordering activity relative to the Services; and the ordering activity will be liable to
Sprint for costs or damages incurred by Sprint resulting therefrom.

3.4 The ordering activity will not, nor will it permit or assist others to, abuse or
fraudulently use Services, including but not limited to the following:

(a) Obtaining or attempting to obtain service by any means or devicentdthti
to avoid payment; or

(b) Unauthorized access, alteration, destruction, or any attempt thereof, of any
information of another Sprint customer by any means or device; or

(c) Using Services so as to interfere with the use of the Sprint network byy othe
customers or authorized users, or in violation of the law or in aid of any
unlawful act; or

(d) Using Services in a manner which, in the sole opinion of Sprint, is not in
accordance with generally accepted rules of Internet conduct as adopted and
modified by Sprint. The most current version of this policy is available at
http://www.sprint.net/policy/abuse.html. A sample has been attached in
Section J.1 of Sprint's General Terms and Conditions Applicable to the
Purchase of Electronic Commerce Services.

(e) Using Services to route traffic between Sprint’'s Internet network and Sprint's
Intranet network.
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3.5Upon the occurrence of any of the above, Sprint may suspend its performance
and/or terminate the Order with no further obligation to the ordering activity.

B. INTERNET ACCESS SERVICE DESCRIPTION
1. ServiceOverview. This summaryof Sprint's Internet AccessServices(Sprint IP
Dedicatedand IP Dial Services),Gatewayservicesand value addedservicessuch as
DomainName Service and Network News, is provided as a convenientreference.
Upon ordering Internet Access Services from Sprint, the Ordering activity will
receiveSprint’sInternetUse Guide,asmaybeamendedrrom time to time by Sprint,
containinga completedescriptionof the Servicegrovidedfor herein.

Sprinthasmorethan20 yearsof experiencédn building and managingadvanceddata
networksfor businesseworldwide. Our 100%digital, fiber-optic Synchronou®ptical
Network (SONET) with four-fiber, bi-directional line-switchedring (4F BLSR) design
is thefoundationfor all Sprint InternetProtocolnetwork solutions. Sprint provides
efficientroutesto all Internetdestinationspffers the option of creatingan Intranet
onour IP networkfacilities dedicatedexclusivelyto bushesstraffic.

Sprint’s Internetserviceusesthe TransmissionControl Protocol/InternetProtocol
(TCP/IP) suite of software,a group of non-proprietaryprotocols that work with

almostevery computerworldwide. You will find Sprint’s Interret servicesvaluable
for the most commoncommunicationapplications. TCP/IP supportsHyperText
TransportProtocol (HTTP) for World Wide Web (WWW) use, File Transfer
Protocol (FTP), Telnet, Serial Line Internet Protocol/Point-to-PointProtocol
(SLIP/PPP),Simple Mail TransferProtocol (SMTP) for electronic mail use, and
manyotherprotocols,includingaccesgo the globallnternet.Ordersfor MMb, FDS3,
andDS3SprintIP Dedicatedportswill beacceptedubjectto availability and requirea
minimum Initial OrderTermof 1 year.

Sprint IP Servicesare designedo makeInternet,Intranetand extranetapplications
fast,reliable,secure.

2. Service Highlights

« Tier1 Internetproviderfor high quality, end-to-endcconnectivityto mostof the
Internet
* BothlInternetandIntranetservicesavailable
* Dedicatedaccessonnectionsationwide
e LocalDial-Up andToll-Freeconnectionsn hundredsof domesticand
internationakities.
Browser-baseédministratorUtility for dial accounts
Equipmenteaseandpurchaseptions available
Singlepoint CustomeiServiceinterface
Duplicatecircuitry for Sprintbackboneouterredundancy
One of themostadvancedSONET networksin theworld
Two-tieredtopologyoffersredundancyteliability, andscalabilityfor optimum
performance
* Physical-pathdiversitybuilt into the topologydesign
» Customeiaccesia dial-up, privateline or FrameRelayor ATM gateway
services
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* FractionalDS3andNxT1 availablefor port speedsaboveT1 andbelowDS3
* Amongtheindustry'sbestseavice level performanceuarantees
» DomainNameandNetworkNewsFeedservicesavailable
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3. Internet AccessServices

3.11P DedicatedServices Sprint IP Dedicatedservice componentsnclude access
servicescustomempremiseequipmentandnetworkports describedelow.

A. DedicatedAccessServices Sprint offers dedicatedaccesdo the Internetvia
privatelines at a wide range of speedsncludinga variety of fractional DS3
speedandfull DS3, This rangeof accessspeedgprovidesa smoothmigration
pathto higherbandwidthrequirements.

(D) DedicatedAccessFacility. With Sprint Dedicatedinternetaccessa

private line continuously connectsyour businessto Sprint's Internet
Network.

(2) AccessConnectionsThe Ordering activity can chooseto connecta
single circuit to Sprint’'s DedicatedinternetAccessServicealone,or can
havemultiple connectiongo Sprintor otherinternetserviceproviders.

(a) Single-Homed Customerswith only one connectionto the Internet
are considered “single-haned”  Single-homed customers utilize
“static” routing tablesthat take precedenceover routes chosenby
dynamicroutingprotocols.

(b) Multi-Homed Customerswith multiple connectionsto the Internet
are considered “multi-homed” Guidelines for multi-home
configurationsare availablefrom your Sprintrepresentative.

B. CustomePremiseEquipment“CPE™).

(1) Routers Orderingactivities may purchaseouters(under SIN 132-8)
or leaserouters(underSIN 132-3 from Sprintor providetheir own. The
ordering activity may use any Sprint Certified router it choosesfor
connectingo the Sprintinternet. But the orderingactivity is responsible
for configuring,maintainingandmanagingany ordering activity-provided
router. Ordering activity-provided routers also require the ordering
activity to furnish the necessaryancillary equipment(cables, routing
softwareetc.)to ensureinter-operabilitywith Sprint’s Dedicatedinternet
service network router. Sprint maintins a list of Sprint-certified CPE
routersfor usewith our DedicatedinternetAccessService.

(2) CSUDSUs Sprint IP Dedicated Services utilize Channel Service
Units/DataService Units (CSUsDSUs). Sprint will assistthe ordering
activity in selecting the appropriateCSU/DSUto terminatethe private
line atit’s site. Typically, accessservicesbelow 1.544 Mbps require a
CSU/DSU;accessservicesbetween6 and 12 Mbps require Multi-Megabit
Service(describedn SectionC(3) below).

3 Ordering activity-Provided CSU/DSU  The ordering activity may
obtaina CSU/DSUon its own. But if the ordering activity choosesto
leasea routerfrom Sprint, the appropriateCSU/DSUmust also be leased
from Sprint. Using a Sprint-providedCSU/DSUhelpsspeedresoldion of
any network problemsand facilitates Sprint’s ability to addresgproblems
remotely.
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(4) In-BandMonitoring. Sprintwill providecontinuousn-bandmonitoring of
the ordering activity’s accesdink 24 hoursa day, 7 daysa week. The
demarcatiornpointto which Sprintmonitorswill vary accordingto who is
providingthevariousCPEcomponents.

(5) Responsibility of Ordering ActivityOrdering activities will be responsible
for arranging and paying for installation, maintenance, and repair (unless
otherwise covered under a maintenance agreement) of CPE.

C. IP Dedicated\NetworkPorts

(1) Network Port Dedicatedaccesdraffic entersSprint’s Internet network
via aportononeof Sprint’'scustomeiaccessouters.

(2) AccessMethods The following accessnethodsare available for Sprint
IP Dedicated ports: (a) Fractional DS1 (FDS1) for port bandwidths
between56 Kbps and 768 Kbps; (b) DS1 for a port bandwidthof 1536
Kbps; (c) NxT1 Multi-Megabit (MMb) for port bandwidthsbetween3
Mbpsand9 Mbps; (d) FractionalDS3(FDS3)for port bandwidthsbetween
6 Mbpsand34 Mbps; (e) DS3for a port bandwidthof 45 Mbps;

(3) NxT1 and Multi-Megabit T—1 Service (Cisco routers only). Multi-
MegabitT-1 serviceworkswith NxT1 portsto give the ordering activity
the ability to purchasemultiple lines without requiring the ordering
activity to purchasenultiple routers.Multi-Megabit T1 servicecan work
of upto 6 Tls(anaggregatef 9 Mbps).

(a) Some Definitions  The following definitions are used in the
descriptionof Sprint’s Multi-Megabit T1 Service.

» Load Sharing— generalterm usedto describethe ability to send
traffic overmultiple pathsto a singleendpoint.

 NxT1 Service— NxT1 gives the ordering activity the ability to
purchasenultiple T1 lines,at speeddetweenT1 (1.54Mbps)and
DS3 (45 Mbps), without requiring the Ordering activity to
purchaseanultiple routers.NxT1 is the perfectfit for 2 types of
customers(1) a customemith a Ciscorouterwho is interestedn
more bandwidththana T1 can provide and; (2) a current T1
customerwith a Ciscorouterwho is interestedn upgradingtheir
accessspeed,but doesn’trequirethe bandwidthassociatedvith a
DS3line.

» Cisco ExpressForwarding (“CEF”) — Cisco specific switching
technologythat sypports per-destinationand per packet load
sharing.
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(b) Customersvho havea firewall or who are interestedn the per packet
load sharingoption needCEF. CEF hasthe ability to look at source
destinatiorpairs allowinginformationto travelover multiple T1 links
ratherthanjust recognizingthe firewall asthe destination P addresof
the customer.

(4) FractionalDS3 (“FDS3"). As an alternativeto NxT1, customerswith
any Sprintcertified routerthat are interestedn bandwidthabove T1 and
up to DS3, may purchasd=DS3. A FDS3customerhasthe flexibility to
upgradeits serviceto 45 Mbps. A NxT1 customerwith Multi-Megabit
Servicecanonly upgradeo 9 Mbps.

D. Transitioninglnternet Service Providers (“ISP”). Moving your domain name
from one ISP to anothermust be handledcarefully. It's far more crucial that
things proceedsmoothly and promptly to reducedowntime. Sprint has a well-
definedsetof proceduredo assistyou in switching from anotherISP to Sprint.
Theseprocedureservetwo importantpurposes.

» First, they help ensurethat the downtime of your domainis kept to an
absoluteminimum.

» Second,theseproceduresminimize the inconvenienceto you in changing
your ISP. A SprintIP implementatiorengineemwill call to schedulecutover
anddiscussanyfinal issues/concerns.

3.2 IP Dial Services Sprintdial accesdets remotePC usersaccessany Internet
host
worldwide. By connectinga corporateLAN or hostto the Internet, branch
offices,telecommuterandemployeeson the road can connet anytime,just
asif they wereconnectedocally. And, whendialing into the Intranet,the
userwill haveaccesgo the dedicatedacility of their hostsite or sites.All dial
accessis analog dial supportingspeedsof 300-56000bps and ISDN digital
speeddf 64K (single channel). Futureaccesswill include ISDN digital dial at
speedsip to 128Kbps.

A. Internet/Intranet Sprint’s Internetdial andIntranetdial servicesutilize the same
rotariesbut connecto differentnetworks. Unlike Internetdial services,Intranet
dial servicesdo not connectthe ordering activity to the World Wide Web but
instead connectghemto a physically separatenetwork, ownedand operatedoy
Sprint,exclusivelyfor corporate/orderingctivity use. Accessto eithernetwork
dependson the ID and passwordprovided during the call setup. Internet and
Intranetaccessequiredifferent IDs/passwords. InternetIDs cannotaccessthe
Intranetandvice versa.

B. Client Software Sprint's Web Enabling Software packageincludesa browser
(Netscape Communicator or Microsoft Internet Explorer) and a number
finder/dialerprogram(SprintIP Client Softwareor dialer). This softwareenables
Sprint’s medium-largeordering activity IP-Dial customersto accessand browse
Internetaswell asproviding supportfor ElectronicMail, NewsgroupshasicWeb
Authoring,andCollaboration.
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Sprint providesthis Client softwarepackage(Dialer along with a technicalHelp
Desk) free of chargeas a value-addedservice to make Sprint IP Dial access
service easy, quick, efficient, and pleasantto use. Sprint’s existing IP Dial
customergandownloadthe dialer softwarefrom an Internetwebsite, or they can
havethe softwaredeliveredto themvia standardmail delivery.

(1) Dialer Software The Sprint Dialer softwareis a simple java basedclient
softwareapplicationthat helpsthe end-usedocateaccessnumbers. Clicking
on anumberchoserfrom the searchcriteria automaticallydials the number.
With aclick of the UPDATE button, an end usercan downloadthe latestlist
of phonenumbersandany softwareupdatesrom Sprint’s InternetWeb site.
Featuresf the Dialer/NumberFinder Softwareare listed below:

Workswith Windows95 Windows98or WindowsNTversion4
Searchcapabilityto find alocal number- easywhenontheroad.
Updatecapabilityto keepthe phonenumberscurrent.
Retainsmostrecentlydialednumbers— helpful if you frequentlycall the
samephonenumbers.

» Browseroption for ordeiing activity customersvho needto becomeweb
enabled (Microsoft Internet Explorer Version 4.0 or Netscape
Communicatoiersion4.0.).

(2) Help Desk A first level helpdeskis setup to handlequestionson the useor
installationof the Sprint-providedsoftware.The help deskprovides support
for problemswith configurationanduseof the dialer software.

C. Dial-Up AccessTypes

(1) Definitions Thebelowdefinitionsareusedn degribing IP Dial Services.

@) Point-to-Point Protocol (“PPP”). PPP, a serial protocol that
connectsa computerto a network over a serial line, includes error
detection, data compression,and multi-protocol support (IP, IPX,
Appletalk, etc.). Whena sygem s connectedo Sprint’s IP network,a
computercan send and receive IP packetsjust as if it were directly
connectedto the network. This meansthat any software on the
computerthatuseghe TCP/IPprotocol(suchas FTP, World Wide Web,
etc.)will work properly.

(b) Dynamic Address Dynamicaddressingneansyou get a different IP
addresseachtime you dial in. All Sprint rotaries support dynamic
addressing.

(© Fixed Address Fixed addressingneansyou havethe samelP address
everytime you dial in, which offers certain security advantages. Fixed
addresseare supportedn a uniquetoll-free rotary.

(2)Toll Free and Local AccessSprint provides local dial access in more than
300 major cities across the United States. Toll-free access is provided from
anywhere in the U.S., including Alaska and Hawaii, and is also available from
Canada. And the number of cities continues to expand.
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(a) Toll-FreeAccess All toll-free rotarieshavesimilar topologies. The toll-
freenumber’snetworkaccesserversarelocatedin two citiesin the United
Statesfor redundancyand fault tolerance.And the associatednodems,
terminalservers,and hub routersare monitored24 hours-a-dayy days-a-
weekby the IP Dial ServiceCenter. The T1 connectionsfrom the hub
routersare provisionedon Sprint’s fiber-optic Clearline networkwhich is
designedvith a loop topologyallowing Sprint to reroute servicesaround
any breaksor failureswithin the network.

(b) Local NativeIP Dial Access Rotariesare locatedat Sprint sitesin several
hundredcitiesacrossthe United States.

(3) AccessTypes Sprint offers the following 4 typesof Local and Toll-Free
dial-upaccess:

(a) Local Dial, Analog w/PPPand Dynamic IP_AddressAssignment Sprint
offersanalogdial accesap to 56 Kbps and ISDN 64K usingPPP. Local
dial phonenumbersare availablein severalhundredcities throughoutthe
United States. P addresseare assignedlynamically.

(b) Local Dial Accessinto X.25 Network, Analog and Dynamic IP_Address
AssignmentAnalog dial acceswia the SprintNetX.25 rotarieslocatedin
over 500 cities domesticallyand over 400 cities internationally. The
SprintNet X.25 network uses routers as gateways to connect the
SprintNetnetworkto the SprintIP network.

(c) Toll-free Dial, Analog w/PPP and Dynamic IP_Address Assignment
Analog dial accessup to 56 Kbps using PPP. For userswhere a local
phonenumberis not available,accesss availableusinga toll-free number.
IP addresseare assignedlynamically.

(d) Toll-free Dial, Analog w/PPPand Fixed Addressing Using a separate,
uniquetoll-free number, Sprint offers analog PPP dial accessup to 56
Kbps. IP addressearefixed.

(4) Authentication  Spiint supports both PAP (Password Authentication
Protocol) and CHAP (Challenge-HandshakeAuthentication Protocol)
authentication

(5) Administrators Theorderingactivity will havethe capabilityto performthe
administrativefunctions for it's end-usermase,free of Sprint involvement.
The ordering activity may designateone or more personsto add, delete,
and/or modify end-userlDs; resetend-userlD passwordsand perform any
otherrequireduseradministratiorfunctions.

(a) Orderingactivity Administrator The ordering activity Administratorcan
accessthe administration tool (Internet Administration Framework)
througha dial-upconnection. The administrationtool is accessedisinga
webbrowserandappearasawebpageon Sgint’s Intranetnetwork. The
securitywithin the administrationtool requiresa separateddministrative
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User ID and passwordfrom the network dial-up userID to accessthe
server. Administratorsare providedthe separatdD and passwordduring
the fulfillment process. Sprint's fulfillment process provides the
Administratorwith the appropriatauserIDs and passwordsa list of valid

browsersand an Administratormanualto assistin various administrator
functions. Administrator Software requirementsare describedin the

InternetUseGuide

(b) Administrator Help Desk Support Sprint provides the Sprint

Administrator Help Desk as a resource for the ordering activity
Administrator. The Help Desk will assist Administrators in the
installation and configuration of their browser software, walk them
throughtheir first accesgo theadministratiortool, andanswerany other
guestionsabout serveraccessor functionality. The Administrator Help
Desk can also resetAdministrative User ID passwordsf they are lost or
securityis compromisedt your location. The Sprint AdministratorHelp
Deskworks only with ordering activity Administratorsdesignatedn the
AdministrativeUserID order.

(c) Authentication Servers  The ordering activity will use Sprint

Authenticationserversto performadministrativefunctionsfor their base
of end-users.Sprint’s Dial IP service has two Master Authentication
serverspoth residingin secureSprintfacilities. The data centerprovides
redundant power supply and network connectivity to ensure high

availability. A secondaryfail-over authenticationserveralso residesin

the securedatacenterfor completeand instantaneousdata availability to

the secondarysewner in the event of primary failure. A tertiary
authenticationserveris maintainedat a separatdocation and provides
disasterrecoverycapability

3.3 Value-Added P Services

A. DomainNameand IP_AddressReqgistrationService The ordering activity will

requirea uniqguedomainname andIP addressefor all computerhostsin orderto
usethelnternet. Without a uniqueidentifier, the Internet’sroutersdo not know
how to get messageto the appropriatemachines. The InterNIC and ARIN are
the organiationsthat registerand monitor Domain Namesand IP addressesor
Internetusers.

(1) Domain Name The ordering activity may register for a Domain Name
directly with InterNIC.

(2) IP_Address For a deviceto communicatethrougha TCP/IP network, locally
or remotely,it must havea uniqueidentifier, or IP address. The ordering
activity will obtainits ClassC IP addressedrom Sprint's Classlessinter-
DomainRouting (CIDR) block of IP addressesssignedo Sprint by ARIN.
Sprintmanagests CIDR block in accordanceavith Internet Activities Board
(IAB) policy, allocatinglP addresse meetcustomemeeds. CIDR standards
allow routersto group routes and speedthe communicationprocess.In
accordancevith ARIN policy, Sprint requiresthat 80% of eachcustomer’s
addresspacebe utilized immediately. This policy improvesefficient use of
IP addressesSprint IP addresseare not portable,meaningSprint retainsall
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C.

IP addressegsssuedto its cugomers. If a customerchoosesto terminate
servicewith Sprint, its Sprint-assignedaddresswill be returnedto Sprint's
CIDR block. But Sprint allows customersvho are ableto retainIP addresses
assignedy otherprovidersto usethoseaddressewith Sprint's dedicatedIP
service.

(3) DomainName System(DNS) Service Domain Name System(DNS) looks up
customers’'mnemonicnames(i.e., www.sprint.con) and finds the associated
numericallP addresses- a mandatorystep within the Internet’s addressing
system. Sprint providesredundanDNS servicescalled “Primary DNS' and
“SecondaryDNS” Redundantervicesavoid a single point-of-failure. Sprint
operates multiple, geographically dispersed nhame servers to ensure
uninterruptedDomain Name service. Sprint provides Primary DNS at no
chargefor up to 5 second-levetdlomains. Primary DNS can be provided for
additionalsecond-levelomainsfor a fee. Primary DNS s availableto non-
ISP customer®nly. SprintprovidesSecondarypNSfor up to 50 zones.

B. Network NewsFeed Network News (a/k/aUsenetNews, the Internet’s version

of a public bulletin board, is organizedinto a hierarchy of over 15,000 news
groupsthat discussall facetsof science,technology,politics, religion, life and

otherareas. Bulletin boards’ namesbegin with abbreviationssuch as “alt” for

alternative,“comp” for computer science,and “rec” for recreation. Sprint
providesfull or partial newsfeedsto Sprint DedicatedInternet customers. Full

newsfeedscurrently exceed1O gigabytesper day. To successfullyreceivea full

newsfeed, Sprint recommendghat customerspurchasel.544 Mbps serviceor

higher and install terminal equipmentwith sufficiently advanced processor,
memoryanddiskresources.

CHARGES FOR SERVICES
1. Pricing Components for Domestic Sprint IP Services. The following is a
descriptionof someof pricing compaentsfor Sprint’'sIP Servicesthat may apply based
ontheorderingactivity’s Order.

1.1 Dial Access ChargesSprint will charge the ordering activity a fixed charge per

remote user per hour for either local or toll free dial access. The hourly rates cover
access at any time from any available city. Dial access charges do not include local
telephone message and toll charges.

1.2 SprintIP DedicatedPortCharges Sprintwill chargethe ordering activity a one-time

installationchargeandmonthlyrecuring chargegper SprintIP Dedicatedport.

1.3UserlD Charges Sprintwill chargethe ordering activity a monthly chargeper user

ID for assignmenandadministrationof the ordering activity-managediserIDs with

fixed addressingr Sprint-managedserIDs. Sprint may chargethe ordering activity
a monthly chargeper userID for ordering activity-manageduser IDs with dynamic
addressingubjectto the orderingactivity’'s specificpricing structure.

1.4ExcludedCharges Unlessspecifically stated,the chargesdescribedherein exclude

taxes,nterestsurchargesaccesdine charges,accesdacilities charges,othercharges
associatedwith access,fixed recurring charges,feature charges,operator services
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charges,directory assistancecharges,installation charges,accountcharges,set up
fees,reportchargesandothernon-recurringcharges.

2. DomesticlP DedicatedPort Pricing.

2.1 DomesticPortCharges Sprintwill chargethe ordering activity the applicablefixed
monthly recurring charge("MR C”) and one-timeinstallationcharge from the table
belowfor eachDomesticSprint IP Dedicatedport installed duringthe Order Term.
Portsof 45 Mbps and aboverequirea minimum Order term of at least 1-year. The
MRC doesnot include chargesfor Local AccessFacilities, CPE, and other charges
describedn the StandardProvisionsof this Agreement. Local AccessFacilities may
be either Ordering activity provided or Sprint provided. Chargesfor Local Access
Facilitiesareassetforth in Sprint FCC Tariff No. 8. Domesticis definedasthe 48
contiguousUnited Statesandthe District of Columbia.

Port Speed MRC Installation
56 Kbps $ 41 $  75(
128 Kbps $ 65] $1,00(
256 Kbps $ 771 $1,00(
384 Kbps $ 83 $1,00(
512 Kbps $ 89 $1,00(
640 Kbps $ 94] $1,00(
768 Kbps $ 1,004 $1,00(
T1 (1.5Mbps) $ 1,07¢ $1,00(
3M - Mmb $ 2,15] $2,00(
4.5M -Mmb $ 3,22] $2,00(
6M - Mmb $ 4,301 $2,00(
7.5M -Mmb $ 5,37 $2,00(
9M - Mmb $ 6,45} $2,00(
6M - FDS3 $ 5,09 $6,00(
9M - FDS3 $ 5,654 $6,00(
12M - FDS3 $ 6,50 $6,00(
15M - FDS3 $ 7,72] $6,00(
18M - FDS3 $ 8,864 $6,00(
22M - FDS3 $10,00 $6,00(
25M - FDS3 $11,364 $6,00(
28M - FDS3 $12,72] $6,00(
31M - FDS3 $14,09 $6,00(
34M - FDS3 $15,45! $6,00(
DS3 (45Mbps) $20,45! $6,00(
OC3 1P $67,51] $6,00(

2.2 InstallationCredit The ordering activity may requestin writing, a credit equalto
50% of the applicableone-timeinstallation chargefor all Ports that have been
installedunderthis Agreementfor at least12 continuousbilling months. If a Port
has been installed for 24 continuousbilling months, the Ordering activity may
request, in writing, an additional credit equal to the remaining 50% of the
installationchargefor thatPort.

3. DomesticlP Dial Pricing.

Sprint Communications Company, L.P. GS-35F-0329L
Pages3
(800) 535-4250



3.11P Dial AccessCharges Sprintwill chargethe ordering activity the applicablefixed

hourly charge from thetable below,per remoteuserper hour for eitherlocal or toll
freedial access.

Accesslype Rate per hour
Local InternetAccess $0.66
Local IntranetAccess $0.82
Internet/Intranet Toll Free $5.05
Access

3.21P Dial ID Charge Sprint will charge the ordering activity the applicable fixed MRC

from the table below for each Domestic Sprint IP Dial ID ordered by the Ordering
activity during the Order term.

Sprint IP Dial ID Addressing MRC Per ID
Ordering activity- Dynamic $0
managed

Ordering activity- Fixed $10
managed

3.3 Customer-Managed IDs.

@) The Ordering activity will assign1 Domestic ordering activity-managed
SprintIP Dial ID with dynamicaddressingo eachindividual usingSprint IP Dial
Service. Sprint will periodically review the ordering activity’s Sprint IP Dial
accounto validatethe numberof Domesticordering activity-managedsprint IP
Dial IDs with dynamicaddressingssignedo the ordering activity. Sprint may
disconnecsimultaneousisersnith the sameDomesticordering activity-managed
SprintIP Dial ID with dynamicaddressing.

(b) Sprint may enablea 15 minute inactivity disconnecttimer to disconnect
SprintIP Dial sessionshatareidle for 15 minutesor longer.

3.4Value AddedServices

@) DomainNameand IP_RegistrationServices Any ordering activity customer

purchasinga Sprint IP DedicatedPort (any speed,flat rate) may receive free
primarydomainnameservicefor up to 5 second-levetlomainnames.

(b) Network NewsFeed Any ordering activity customerpurchasinga Sprint IP
DedicatedPortmayrequestl InternetNewsFeedFree of charge. This serviceis
restrictedto certainbandwidthandservemrequirements.

Domestic Dedicatedurstable IP Port Charges.

4.1 BurstablePort Service Description Sprint’s Burstable IP pricing offers a
dynamic, usage-basedolution for customerswith fluctuating, or bursty, bandwidth
requirements. With the ability to burstup to full port capacityon demand,Burstable
Serviceassurebandwidthavailability at all times without requiring the customerto
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pay full port prices. BurstableServicesgives the Ordering activity accessto the
entireport capacitywhile payingonly for a sustainedisagepattern.

BurstableServiceis bestsuitedto customers:

» lookingfor usage-sensitivpricing

» with bandwidthrequirementshatfluctuatefrom monthto month

* who expectto increasetheir bandwidthrequirementsapidly over the next 6
to 12 months

* whoarelarger,content-heavgustomers

(1) Utilization Calculation Sprint will determine the ordering activity’s port
utilization and charges at the end of each month. Port utilization is
calculated as follows:

(a) All ingress and egress traffic will be measured separately in 5-minute
intervals (“Measurement Values”).

(b) The ingress Measurement Values for the billing period will be ranked from
highest to lowest, and the top 5% of the Measurement Values will be
discarded.

(c) The egress Measurement Values for the billing period will be ranked from
highest to lowest, and the top 5% of the Measurement Values will be
discarded.

(d) The next highest Measurement Value (the higher of the ingress or egress),
after discarding the top 5% will be the"9Bercentile port utilization.

(e) The 9% percentile utilization value will be used to determine the
monthly charge from the applicable pricing table in subsection 2.2.C.
below. Monthly charges will be determined solely by Sprint’s utilization
data.

(2) Example If a Burstable DS3 port has a port utilization of 12.41Mbps in a
particular month, the customer will be billed the monthly amount associated
with the bandwidth range in which the port utilization falls. In this example,
it falls within the range of 12.01-13.50 Mbps with a resulting charge of
$9,138.48 for that month.

Port Speed Monthly Port
(Mbps) Percentage Tiers| Price

0 -9.00 0% - 20.12% | $7,786.34
20.13% -

9.01 - 10.50 23.47% $8,165.09
23.48% -

10.51 - 12.00 26.82% $8,759.73
26.83% -

12.01 - 13.50 30.18% $9,138.48
30.19% -

13.51 - 15.00 33.53% $9,845.99
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B. Service Availability Burstable service is offered as a standard billing option for
new and existing Sprint dedicated Internet and Intranet customers. The Ordering
activity will be able to select its bandwidth ceiling thgbuts port bandwidth
selection. The bandwidth ceiling options are 1.5Mbps (DS1), 45Mbps (DS3),
155Mbps (OC-3), for Internet. Ceiling options for Intranet are 1.5Mbps (DS1)

and

45Mbps (DS3).

C. Burstable Service Pricing Tables.

(1) BurstableDS1 Installation: $1,000
Port Speed Monthly Port
(Kbps) Percentage Tiers Price
0 - 256 0% - 16.67% $992.33
256.01- 384 16.68% - 25.00% $1,071.11
384.1 -512 25.01% - 33.33% $1,144.58
512.01 - 1536 33.34% - 100% $1,341.53
(2) BurstableDS3 Installation:$6,000
Port Speed Monthly Port
(Mbps) Percentage Tiers Price
0 -9.00 0% - 20.12% $7,786.34
9.01 - 10.50 20.13% - 23.47% $8,165.09
10.51 -12.00 23.48% - 26.82% $8,759.73
12.01 - 13.50 26.83% - 30.18% $9,138.48
13.51 - 15.00 30.19% - 33.53% $9,845.99
15.01 - 16.50 33.54% - 36.88% $10,224.74
16.51 - 18.00 36.89% - 40.24% $11,091.32
18.01 - 19.50 40.25% - 43.59% $11,470.07
19.51 - 21.00 43.60% - 46.66% $12,035.93
21.01 - 45.00 46.67% - 100% $23,482.50
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(3)

(4)

BurstableOC3 Installation:$6,000
Port Speed Monthly Port
(Mbps) Percentage Tiers Price
00.00 - 45.00 0% - 28.94% $27,945.70
45.01 - 55.00 28.95% - 35.48% $32,595.98
55.01 - 65.00 35.49% - 41.94% $37,292.48
65.01 - 75.00 41.95% - 48.39% $41,988.23
75.01 - 85.00 48.40% - 54.48% $51,229.73
85.01 - 100.00| 54.49% - 64.52% $53,705.99
100.01 - 125.00 64.53% - 80.07% $65,423.76
125.01 - 155.00 80.08% - 100% $79,467.05
Burstable 100mb Fast Ethernet Installation: $6,000
Port Speed Monthly Port
(Mbps) Percentage Tiers Price
0.00 - 20.00 0% - 20% $15,521.93
20.01 - 25.00 20.00% - 25.00% $18,558.75
25.01 - 30.00 25.01% - 30.00% $21,257.72
30.01 - 35.00 30.01% - 35.00% $23,620.37
35.01 - 40.00 35.01% - 40.00% $25,644.41
40.01 - 45.00 40.01% - 45.00% $27,331.36
45.01 - 50.00 45.01% - 50.00% $29,525.08
50.01 - 60.00 50.01% - 60.00% $32,392.97
60.01 - 70.00 60.01% - 70.00% $35,429.79
70.01 - 80.00 70.01% - 80.00% $37,791.68
80.01 - 90.00 80.01% - 90.00% $39,479.39
90.01 - 100 90.01% - 100.00%| $40,491.41
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SERVICE DESCRIPTION AND ADDITIONAL TERMS AND CONDITIONS

APPLICABLE TO RPOST SERVICES

A. ADDITION AL TERMS AND CONDITIONS FOR RPOST (R )EGISTERED E-
MAIL M SERVICES

1. Definitions. Capitalizedterms usedin this Agreementwithout definition will
havethe meaningssetforth below:

Ordering Activity - Any entity authorizedto purchasdrom a GSA Federal
SupplyScheduldhatpurchasefkegistered-Mail services

End-User - any individual authorizedby the ordering activity to send
Registered-Mail pursuanto this Agreement

Global Network - accesgo the global registerede-mail infrastructureand
network

National Mail Server - the serversowned and operatedby RPostand
equippedo providethe Service

(O)fficial Registerede-Mail - an enterpriseoffering of (R)egisterede-Mail
for orderingactivity use with enhancement®r orderingactivitiesto private
labelwith their sealand to manageransmissiorof the correspondencin a
method that supportsFreedomof Information Act disclosure-exemption
functionalityasappropriate

(R) Enabler Software - proprietarysoftwareownedby RPostto enablethe
Ordering activity to accessthe Service. Triggers can be (R), (O) or other
trigger letters

Registered E-Mail - Registerede-Mail that is developedand powered by
RPost. Registerede-Mail(SM), (R)egisterede-Mail(SM) and (R) (SM) are
servicemarksownedby RPost

RPost- RPostInc., supplier of Registerede-Mail servicesand or its parents
andsubsidiaries

Sender- any End-Usemho sendsRegisterede-Malil

Service- the Servicepoweredby RPosttechnologythat tracksthe delivery
of e-mail and providesa return receiptto the sender of e-mail with a
time/dateseal

Supplier - RPostinc.

2. Servicesimplementation. Orderingactivity is granteda non-exclusivdimited
sublicensdo useRPost(R)EnablerSoftware,enablingthe ordering activity and/or
End-Users to send (O)fficial Registerede-Mail by routing their outbound
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Registerede-Mail through National Mail Serversand the Global Network for
registerede-mail.

3. Proprietary Rights.

3.1 ProprietanRights Theorderingactivity herebyagreesandackrowledges
thatSupplier,RPostinc. (“RPost”), is the soleand exclusive owner of RPost
technology processesnd services(including the (R) EnablerSoftware),and
all RPostcopyrights,trademarksservice marks, trade secrets,patents,and
other proprietay rights usedin connectionwith the Service. The ordering
activity agreesand acknowledgeghat all Registerede-Mail Sponsorsare the
soleandexclusiveownersof their copyrights,trademarksand servicemarks
usedn connectiorwith the Service. The ordering activity shall not reverse
engineercopy, modify, distribute, or transferto any third party any of the
(R) EnablerSoftwareor relatedproducts. The orderingactivity also shall not
distribute or provide accessto the Service to any third party, exceptas
providedby this Agreement.

3.2 Returnof Software The ordering activity must return the (R) Enabler
Softwareto Supplieruponthe terminationor expirationof this Agreement,
whicheveris earlier.

4. Privacy

4.1 CollectionandUseof the Orderingactivity Information

(a) Supplier collects the following information when End-Users use the
Services sendername,sendere-mail address,date and time that the
Registerede-Mail wassent,to whom the e-mailwasaddressedhe size of
thee-mailfile, the sizeof anyattachmentthe InternetServiceProvider,
and informationlisted within the parenthesi®n the subjectfield of the
Registerede-Mail. This information will be usedto respondto your
concerns/inquiriesegardingmail services or other issuesrelating to the
Supplier.

(b) Supplier may disclose this information to an appropriate domestic
ordering activity for law enforcementurposesput only upon formal
requesttherefor specifying the applicablelaws or regulationsrequiring
disclosurelf a supplieris requestedor required(by laws or regulations,
interrogatoriesformal requestdor information or documentssubpoena
civil investigative demandor other process)to disclose Confidential
Information to a legal, regulatory or governmentalauthority, the
companywill soadvisethe sendersorderingactivity.

4.2 Accessto Contentsof RegisteredE-Mail. The ordering activity understands
andagreeghatSupplierwill haveaccesgo the contentof Registerede-Mail,
duringprocessig, only in the eventthatsuchaccesss required(i) to repaira
National Mail Server or otherwise ensure the smooth operation of the
Service; (i) to investigateor preventthe abuseof the Service; or (iii) as
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requiredby law. Suchcontentsare Confidential Information of the ordering
activity to the extentpermittedby applicabldaw.

5. ServiceContract

5.1 Failureto ProvideService The ordering activity will be notified if their
Registerede-Mail is undeliverableor if the Service is unavailable. THE
ORDERING ACTIVITY'S SOLE AND EXCLUSIVE REMEDY FOR ANY
FAILURE TO PROVIDE THE SERVICE IS THAT SUPPLIER WILL RE-
PERFORM THE APPLICAB LE SERVICE. SUPPLIER HAS NO OTHER
RESPONSIBILITY OR LIABILITY FOR ANY SUCH OUTAGE OR
ANY FAILURE TO DELIV ER AN E-MAIL.

5.2 Disclaimer Of Service Contract. Supplierdoesnot control the ordering
activity’s desktop computer hardware, software and network services
provided by the ordering activity to allow accessto the Service. The
computerdesktopand network performanceand/or nonperformancecan
impair or disruptthe ordering activity’s connectiongo e-mail, the Internet,
or portions thereof, and the transmissionof data. Accordingly, Supplier
disclaimsanyandall liability resultingfrom or relatingto suchevents.

6. Indemnification. To the extent permitted by applicable federal law, the ordering
activity shall indemnify and hold Supplier harmless againg any claims, losses,
liabilities, damages and expenses (including reasonable attorneys fees) arisng out
of or connected with dataor content in the ordering activity’ssysemsor Web ste
or in the ordering activity’sor End-User’s e-mail or otherwise used or trangmitted
by the ordering activity or End-User, or arisng out of or connected with the
ordering activity’ s busness activities.

7. Limitation Of Liability; Limitation Of Remedy

7.1 Limitation of Damages In no eventshall Supplier be liable for any
indirect, consequentialjncidental, special or punitive damages,including
without limitation lossof use,interruptionof businessloss of dataor loss of
profits, arising out of or in any way connectedwith this agreementthe
serviceor any softwareapplicationsgvenif Supplierhasbeenadvisedof the
possibility of suchdamagesin no eventwill Supplier have liability for any
amountin excessof the amountspaid by the ordering activity under this
agreement.

7.2  TheOrderingActivity Content In no eventshall Supplierbe responsible
or liable with respectto any inaccuracy,illegality, misinformationor any
violation of a third party right or interestassociatedwith or directly or
indirectly arisingout of the orderingactivity’s content.

8. TheOrderingactivity Equipment Supplierassumesio liability for damageto, or
lossof, anyordering activity equipmentresulting from any causeotherthanthe
grossnegligenceor willful misconducof Supplier. To the extentSupplieris liable
for any damageto, or lossof, the ordering activity equipmentfor any reason,
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suchliability will be limited solely to the then currentreplacementalue of the
orderingactivity equipmentexcludinglost dataor software.
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B. (R)EGISTERED E-MAIL ™ SERVICE DESCRIPTION

1. Service Overview.(R)egistered e-Mail, a unique technology, reduces business
risk by increasing accountability for important electronic communications. It
offers similar protection for electronic messages that registering a letter gives to
regular mail. When you send a)éRistered e-Mail, you receive an e-mail
Delivery Receipt that proves exactly when you sent your message and when it
was delivered to the person you sent it to. It provides an indisputable permanent
electronic record of the time the message seas, time received by the
recipient, what was said, and what was attached. It provides ultimate proof of
their original e-mail. The RPost system does not require recipient interaction
and does not store any e-mail.

2. Service Highlights.

« More Useful Proof Of Receipt Than Certified Or Reqistered :Mails
instantaneous, does not require the physical presence of a human at the time of
receipt, actively solicits and records the acceptance dialog from the receiver, and
often provides proof, not only of receipt by the receiver, but also that the e-mail
has been opened for reading.

e Quick to Install Can be installed for an entire organization in minutes. The
service requires no extra desktop software and no extra hardware.

» Simple to Use Once enabled the sender need only type aninfthe beginning
of the subject line to send an e-mail registered. The receiver is aware that the e-
mail was registered, but is not required to respond in any way — ndlolmkghs,
no downloads, no extra software required, no need to be on-line or website access.

« (Official Reqgistered éMail®". An enterprise offering of (Rgistered e-Mail for
ordering activity use.Providese enhancements for ordering activities to private
label with their seal and to adtar Official Use OnlyFreedom of Information Act
disclosure-exemption functionality as appropriate

3. (R)egistered e-Mail Services.

3.1  Accountability Using (Registered e-Mail reduces business risk by
increasing accountability for important electronic communications.
Accountability = (Sender has Verifiable Proof) + (Receiver is Aware
Sender has Proof).

A. The sender has verifiable prodRPost allows the e-mail sender to prove
*what* was sent, Whert it was sent, Whether it was delivered, and
*whert it was delivered andaccepted. This proof is in the form of an
electronic receipt, which is returned to the sender and can be
authenticated at any time.

B. The receiver is aware the sender has prémimediately upon receipt of
a (Registered e-Mail, the receiver is alerted in the inbox that the e-mail
has been registered, and once again when they open the e-mail. The
receiver is notified but not required to respond in any special way.
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C. The combination of actual proof and awareness of this indisputable record
of the e-mail and transmission creates accountability. It minimizes
denial of e-mail receipt, minimizes shirking of responsibility, quickly
resolves disputes, and lets managers better understand what information
has actually been transmitted, to whom, and when. Below is a snapshot of

how (R)egistered e-Mail works.
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3.2  Unigueness of Technology

A. (R)egistered e-Mail is virtually the only system that can confirm delivery
to any and all Internet mail servers without requesting a response from
the recipient. As many e-mail specialists know, large portions of the
mail servers in cyber world do not follow the Extended SMTP mail
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protocol. This means is that many of the mail servers speak "different
dialects of e-mail language". And e-mail software tools such as Outlook,
Eudora and the others, as well as services such as AOL, Hotmail, and
Yahoo Mail that provide delivery confirmation receipts, incorrectly
inform the sender of the delivery status of their e-mail - false delivery
confirmations and false rejections.

B. By contrast, RPogirovides third party proof that a message was sent and
delivered to the recipient's mail server, whether or not the receiving mail
server conforms to the Extended SMTP mail protocol. Thus, RPost is
the only system that can confirm delivery to any and all Internet mail
servers without requesting a response from the recipient. RPost does this
seamlessly, without plug-ins or additional software for the sender, and
without requiring any response from the receiver of the e-mail.

3.3 (R)eqistered e-Mail Technology

A. Authentication/ Proof of DeliveriRPost provides proof of e-mail
delivery in the form of a receipt that is returned to the sender of a
(R)egistered e-Mail. It is important that the sender can authenticate this
receipt and prove that it is a genuine and unaltered product of the
registration system at any time during the life of the receipt.
Accordingly, RPost receipts have been created as digitally signed and
tamper proof documents. These Delivery Receipts hold an extensive
amount of information including:

Information about (R3gistered e-Mail and the verification process

Body text, subject, sender, and recipients of original e-mail

Time the e-mail reached the National Mail Servers™ for processing

Delivery status for each recipient with delivery time-seal tied to U.S.

Atomic Clock

« Private digital signature, for verifying authenticity at any time in the
future

« Authentication fingerprints, original message, and each attachment
with its digital fingerprint

* Audit of Internet delivery history and recording of the dialog with
recipient’s authorized electronic agent to collect their e-mail

« Attached and embedded encrypted copy of original e-mail, ready for

authentication

Together, this information proves delivery, authenticates the message
contents, increases accountability for the sender, proves time sent, and
proves that the message was delivered. The Delivery Receipt is returned
to the sender’s inbox so that it can easily be authenticated at any time in
the life of the electronic receipt.

B. Facilitates Dispute Resolutiorin the event of a delivery status, message
content or attachment content dispute of geditered e-Mail, the sender is
able to forward a copy of the Delivery Receipt of the e-mail in question to
the contesting party. If the dispute continues, the receipt can be forwarded
in electronic form to the National Mail Server™ for receipt authentication,
by forwarding it to verify@rpost.net. The National Mail Server™ holds the
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key to regenerate a digital fingerprint for the Delivery Receipt and match it
with the one embedded and encrypted within the receipt. After comparing
fingerprints, a Receipt Authentication will be sent stating that the Receipt is
either valid or invalid. If valid, the encrypted, original pre-authenticated e-
mail embedded on the Delivery Receipt is decrypted and sent back to the
person who requested the authentication. As long as the Delivery Receipt is
kept in the digital format, the sender can verify the{fistered e-Mail at
anytime and as many times as necessary.

C. Low Cost Alternative to PKI (R)egistered e-Mail is a simple, low cost
alternative to PKI technology. Technically, RPost has chosen not to use
conventional Public Key digital signatures. Conventional, public key digital
signature technologies are unsuitedRf®ost’'s purposes on two counts.

(1) Public Key signed documents are “fragile” in the sense that any change in
the document voids the signature. This means that one cannot forward a
digitally signed document without invalidating the signature. In some
mail clients, even attaching the original e-mail message to another
message can void the signature. But to serve their intended purpose,
Delivery Receipts should be documents that can be passed through many
hands without losing their integrity. Thus, in the event of some legal
action, review, or question of the content of the e-mail, many copies of
a receipt might have to be circulated to litigants, employers and other
interested parties.

(2) Authenticating Public Key signed documents requires access to technology
that is not universally available. Thus, a Public Key signed document
received on a web based mail system like MSN Hotmail, or a terminal
mail system like PINE, will appear only as a document with a
meaningless attachment and NOT prove who the sender was or whether
the e-mail has been altered.

(3) Therefore, as the Delivery Receipt is forwarded to the RPost National Mail

™
server (RPost secure infrastructure that processes the Nation’s Registered ehéailgital
signature on it is compared to the one that is instantly regenerated for verification.
Rpost receipts incorporate two forms of encryption algorithms: the SHA-1 hash and Triple
DES algorithm. RPost has chosen these algorithms because their mathematical cogency is
undisputed and recognized in law. RPost uses encryption components that are based
on

open cryptographic standards - the algorithms defined by these standards are the most

widely used in the world today, and are counted among the strongest available in the

commercial sector. They are tested for compliance with these standards by
independent

laboratories, and validated by both the United States and Canadian governments.

Triple

DES utilizes a 168-bit key, and was developed by the U.8efBment to provide
strong

security for sensitive data.
Sprint Communications Company, L.P. GS-35F-0329L

Page5
(800) 535-4250



