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1.12.3
Confidentiality (C.2.1.12.3)
Following best commercial practices for the transmission media utilized, the contractor shall protect Government information from disclosure to unauthorized persons.

The contractor shall provide confidentiality protection for sensitive information maintained in the network such as subscriber profiles, billing data, network performance statistics, and network vulnerabilities.
For some FTS2001 services, subscribers may use Government equipment for encryption of user information only. The contractor’s infrastructure shall support the transmission of all encrypted information that is generated by the Government equipment in a transparent manner when such equipment meets the service specific UNI requirements.
Following best commercial practices for the transmission media utilized, Sprint will protect Government information from disclosure to unauthorized persons.  Sprint will provide confidentiality protection for sensitive information maintained in the network such as subscriber profiles, billing data, network performance statistics, and network vulnerabilities.  Subscribers may use Government equipment for encryption of user information only. Sprint’s infrastructure will continue to support for FTS2001 the transmission of all encrypted information that is generated by Government equipment in a transparent manner where the equipment meets the service specific UNI requirements.

Confidential information requires protection from access and disclosure to unauthorized persons while in transit between SDPs. Customer information transported by Sprint will always be treated as sensitive data.  All FTS2001 customer information is assumed to be sensitive and will be treated as such.  Information will only be disclosed to the intended recipient or Sprint employees on a work-related need-to-know basis.  The information content of transmitted data will not be recorded as part of the normal statistical or activity collection process of the network components.

Sprint will ensure that all elements of the services nodes are protected against unauthorized access, monitoring, and recording.  Sprint security management will periodically update and evaluate the security posture of the network and provide documented procedures to operate, administer and report on the physical, operational or administrative status of the network security.

Data is most vulnerable when:

• 
The data is in transit on the network. The FTS2001 network design will support data protection during transmission through techniques such as physical protection of critical Sprint transmission facilities, as well as the use of Government-furnished encryption equipment.

• 
The data is stored on a computer. FTS2001 administrative and network management systems and databases will afford a variety of protection mechanisms, including the use of computers that provide C2 levels of protection.

• 
The data is stored in backup files on tapes. Backup storage handling and marking procedures have been specifically designed to ensure the protection of sensitive or classified FTS2001 information.

Network access will be protected by using password protection and implementing firewalls, gateway routing tables, and router packed filtering, thereby denying access to certain networks or subscribers. 

Authentication systems provide assurance of a claimed identification to the satisfaction of a permission granted authority.  Implementation will be through hardware, software, procedures or variations thereof.

Network management information created, transported, or stored by each Sprint infrastructure component will also be treated as UBS information. Information about network management and control data, which is contained in databases, or other information repositories, will be protected from modification, deletion, and disclosure to unauthorized individuals.  Protected data includes but is not limited to the following:

• 
Billing data

• 
Fault management data

• 
Audit data

• 
Configuration data

• 
Security management data

• 
Restoration priority data

• 
Operation status data.

The information content of transmitted data will not be recorded as part of the normal statistical or activity collection process of the network components.  Any information collected as part of specialized tracing or diagnostics will be protected in accordance with Public Laws and other agency directives, including but not limited to: Section 552 of title 5, United States Code (Privacy Act of 1974), and DoD 5400.7R (DoD Freedom Of Information Act Program).

Sprint will ensure that all elements are protected against unauthorized access, monitoring and recording.  Sprint security management will periodically update and evaluate the security posture of the network and provide documented procedures to operate, administer and report on the physical, operational or administrative status of the network security. Sprint’s FTS2001 network will transport both encrypted and unencrypted user traffic.

1.12.4
Data Integrity (C.2.1.12.4)
The contractor shall protect the Government information during transmission from unauthorized modification.
Sprint will protect Government information from unauthorized modification during transmission.  Network integrity protection includes physical protection of Sprint provided equipment and protection of information about the equipment operation.  Sprint will provide protection of the integrity of Sprint provided equipment and resources by means of physical security and personnel security.  Furthermore, Sprint will provide state-of-the-art commercial monitoring and analysis capability supported by a team of security specialists. 

Access control procedures will be evaluated during site surveys of SDP sites.  If control is deemed inadequate, Sprint will propose site modifications to improve it.

The services used to capture, create, store, process, or distribute sensitive information will also be protected against unauthorized disclosure or modification.  Protection will take a balanced approach that includes physical security as well as administrative, operational, technical and personnel controls.

Within Sprint’s facilities, physical security safeguards have been established that prevent or detect unauthorized access to system entry points and unauthorized modification of hardware and software. 

The services used to transport Government information will protect against unauthorized disclosure or modification.  Protection will take a balanced approach that includes physical security as well as administrative, operational, technical and personnel controls.

1.12.5
Identification and Authentication (C.2.1.12.5)
The contractor shall provide mechanisms to identify and authenticate contractor personnel and Government personnel who are authorized to access network management information or place orders.
Sprint will provide mechanisms to identify and authenticate contractor personnel and Government personnel who are authorized to access network management information or place orders.  Sprint’s standard identification and authentication procedures provide for the assignment of unique, permanent, non-shared representation of a user’s identity with the network element, system and/or application.  This unique identifier (also referred to as a log-on or common user ID) is a means of controlling access and user verification, and requires users to identify themselves with their assigned common user ID. Common user ID’s must be employed to identify individuals and remote systems.  X

XA common user ID is followed by a password that is generated and known only by the user.  The correct combination of user ID and password provides access through a network element, system and/or application security system.

Authentication ensures the authenticity of an individual attempting to access the network element, system and/or application, and provides assurance regarding the identity of the user.  Authentication associates a user (or a program, more specifically) with a unique identifier, by associating the real user with the common user.At a minimum, Authentication requires the use of an ID and password combination.  The network element, system, and/or application must not allow the authentication mechanisms to be bypassed.  Transmission of authentication information must be protected from compromise.  X

Sprint has established strict password controls to ensure their security.X
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1.12.6
Access Control (C.2.1.12.6)
The contractor shall provide access controls to protect the network management systems and switching systems from attacks via publicly accessible ports on “end” devices such as PBXs, routers, and packet switches or from ports on end devices that may be accessed via the Public Switched Network (PSN) (e.g., maintenance ports).
The contractor shall provide access controls to ensure that only authorized contractor personnel and Government personnel have access to network management information.
Sprint will provide access controls to protect the network management systems and switching systems from attacks via publicly accessible ports on “end” devices such as PBX’s, routers, and packet switches or from ports on end devices that may be accessed via the PSN (e.g., maintenance ports).  Furthermore, Sprint will provide access controls to ensure that only authorized contractor personnel and Government personnel have access to network management information.

Sprint is the first long-distance carrier to offer customers both voice and data network security support programs.  Sprint continues to lead the way in dramatically reducing fraudulent network traffic and decreasing network traffic congestion and potential failures.  Utilizing state-of-the-art voice and data security monitoring and analysis systems and a team of highly trained and dedicated security specialists located throughout the U.S., Sprint maintains its leadership role in providing customers with the highest level of security support available.  Sprint was also the first carrier to offer a program designed to minimize our customer’s financial exposure resulting from CPE fraudulent usage.X

X

XSprint will ensure that Identification and Authentication protection mechanisms are employed on infrastructure component dial-in and direct access ports.  These Identification and Authentication mechanisms will ensure that unauthorized personnel cannot use the direct access ports.  Sprint will ensure that these mechanisms cannot be used as a vehicle for launching denial-of-service attacks across the infrastructure.  Identification and Authentication measures will preserve the integrity of the infrastructure data.

The security capabilities XXXXXXXXX include the following authentication characteristics:

• 
Physical identification of the communicating entity

• 
User identification and password of the communicating party

• 
User functional profiles for discretionary access control

• 
Security against unauthorized use

• 
Audit recording of all access attempts

• 
Alarm notifications of attempted unauthorized access.

X

X

XXX

XXX

X

X

X

X

X

X

X

X

X

X

X

X

X

As part of Sprint network services, the Corporate Security Department’s customer premises equipment (CPE) and data network security programs will protect Sprint's FTS2001 voice and data service customers against fraud. For example, FTS2001 CPE voice services will be protected by SprintGUARD Elite security support services to ensure unsurpassed network reliability - and bottom line protection - for Sprint-supported FTS2001 customers. Additional security services, such as managed firewall services and web filtering services, are used to provide IP data network security.

SprintGUARD Security Support Services have dramatically reduced Sprint customer's fraudulent traffic. Proactive security measures, technical assistance, and fraud detection training courses are provided - many offered as part of the customer’s network service. An overview to the SprintGUARD security support services is contained in Table 1.B.1-9. As shown in Table 1.B.1-10 SprintGUARD Elite will provide many outstanding features, X
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1.12.7
Alarms and Audit Trails (C.2.1.12.7)
The contractor shall identify and report all security violations and breaches within four (4) hours. The contractor shall be responsible for resolving all security violation and breaches. The contractor shall report all security breaches, related to the contractor’s network, as provided in this contract, to the affected agency and to the PMO. The contractor shall work closely with agencies to resolve all security violations, and shall cooperate with the Government in any criminal investigations resulting from a security breach related to the contractor’s network.
The contractor shall provide audit and alarm mechanisms that log all security-related events and report service affecting (Section C.3.7.1) events to the PMO and affected agency (or site as designated by the agency) immediately. The contractor shall maintain these logs and reports as audit trails for one year; however, the PMO may request that audit trails be maintained longer (for a maximum of three years) or turned over to the PMO via electronic medium, at no additional cost to the Government.
The contractor shall provide and maintain real-time operational procedures and capability for detecting and monitoring suspected abuse or intrusions to the network and set off alarms for those events that require immediate attention by PMO, affected agency or site, and/or contractor staff. These procedures shall be provided within 60 calendar days after contract award with updates as requested by the Government.
Refer to Section C.3.2.7 for the media of delivery and Section F for other deliverable requirements.

The protection mechanisms employed by Sprint for FTS2000 have virtually eliminated all security violations and breaches on the network.These protection mechanisms will also be provided on FTS2001. However, in the event a violation or breach does occur, Sprint will identify and report the incident to the affected agency and the PMO within four (4) hours. As part of it’s overall Corporate Security Organization, Sprint has full-time security investigators on-staff located throughout the United States. These professional investigators will work closely with the Government agencies to resolve all security violations and breaches, and will cooperate with the Government in any criminal investigations resulting from a security breach.  All security breaches related to the FTS2001 network will be reported to the affected agency and to the PMO.

Sprint will provide audit and alarm mechanisms that log all security related events and report critical events to the Program Management Office (PMO) and affected agency (or site as designated by the agency) immediately.  Sprint will maintain these audit trails for one year; however, the PMO may request that the audit trails be maintained longer (for a maximum of three years) or turned over to the PMO via electronic medium, at no additional cost to the Government.

Sprint will provide and maintain real-time operational procedures and capacity for detecting and monitoring suspected abuse or intrusions to the network and set off alarms for those events that require immediate attention by the PMO, affected agency, or site / Sprint staff.  Sprint will also maintain policies and procedures developed in cooperation with the Government for reaction to abuse and intrusion that are judged to be a risk to the infrastructure. These procedures will be provided within 60 calendar days after award with updates as requested by the Government.
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XXXXXXXXXSprint will work closely with agencies to resolve all security violations and will cooperate with the Government in any criminal investigations resulting from a security breach related to Sprint’s network.
1.12.8
Assurance (C.2.1.12.8)
The contractor shall provide protection for the databases and information processing systems that are critical for the continuous, reliable operation of its network. The contractor shall provide protection against unauthorized access by external communications means, whether from authorized or unauthorized devices such as terminals.
Security Evaluation Class (C2) of the Department of Defense (DOD), Trusted Computer System Evaluation Criteria, (DOD 5200.28-STD) “Orange Book” shall be used as a guideline for providing protection for the contractor’s computer systems, particularly with regard to sensitive computer systems. Sensitive computer systems shall include but are not limited to the billing system, audit trail repositories, network management information databases, network management monitoring and control systems, audio and video teleconference reservation systems, repositories of users’ identification and authorization information, and CDRs. Where these security functions and controls cannot be satisfied, access to these systems will be restricted to small populations of authorized users and protected against unauthorized access. When these security functions and controls are not available for sensitive computer systems, the contractor shall provide to the Government an updated plan and schedule, within 30 calendar days after contract award, to implement these security functions and controls for all sensitive computer systems. The Government will provide a review of the updated security plan within 30 calendar days of its receipt and the contractor shall submit a revised plan within 30 calendar days after receiving the review from the Government. The Government intends to approve a final plan within 30 calendar days after receiving the revised plan. Upon approval by the Government, the contractor shall implement the plan. The Government has the option to refuse service until the plan is implemented.
Refer to Section C.3.2.7 for the media of delivery and Section F for other deliverable requirements.
Sprint will provide protection for the databases and information processing systems deemed critical for the continuous, reliable operation of the network.  Sprint will provide protection against unauthorized access by external communications means, whether from authorized or unauthorized devices, such as terminals.

Sprint will use Security Evaluation Class (C2) of the Department of Defense (DOD) Trusted Computer System Evaluation Criteria (DOD 5200.28-STD) “Orange Book” as a guideline for providing protection for Sprint’s computer systems, particularly in regard to sensitive computer systems. Sensitive computer systems will include:

• 
Billing system

• 
Audit trail repositories

• 
Network management information databases

• 
Network management monitoring and control systems

• 
Audio and video teleconference reservation systems

• 
Repositories of user IDs and authorization information

• 
CDRs.

Sprint’s existing security infrastructure already provides C2 level security on many of the administrative and network management and control systems that will support FTS2001. Sprint’s systems and platforms including the operating system or security software providing C2 level security are detailed in Table 1.B.1-11. 























In addition, many of the Sprint databases and information processing systems supporting FTS2001 also provide C2 level security. A summary of Sprint’s systems listed in Table 1.B.1-12 indicates the operating system or security software that provides the C2 level security. X
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If it becomes necessary for Sprint to add sensitive computer systems to the network, Sprint will notify the Government and provide a plan to assure compliance to C2 security guidelines, for the new system(s), at least 90 calendar days prior to the implementation start date. Sprint will expect a review of the plan from the Government within 30 days and will resubmit the plan within 30 days. The final plan will be approved within 30 calendar days of receiving the revised plan. Upon approval by the Government, Sprint will implement the plan.

1.12.9
Personnel Security (C.2.1.12.9)
Contractor, including subcontractor, employees to be assigned to agency sites on a regular basis will be, at the Government’s discretion, required prior to their assignment to pass a national agency check. At the Government’s discretion higher clearances and access authorization will be required for access to certain Government facilities or information. The contractor shall initiate requests for background investigations of personnel requiring national agency checks.

Performance under the contract(s) may require the contractor to have access to information classified “Top Secret.”  Therefore, upon award, the successful offeror shall obtain the appropriate personnel and facility clearances to have access to such information.  The Contracting Officer will initiate and coordinate the clearance request.  If the contractor is not granted Top Secret clearance within a reasonable period of time, the Government may terminate the contract.

Information about obtaining the Top Secret and other security clearances may be obtained from the following organization:

Defense Investigative Service Clearance Office

P.O. Box 2499

Columbus, OH  43216-5006

(614) 692-3176

Employees assigned to agency sites on a regular basis will be, at the Government’s discretion, required [prior to their assignment] to pass a national agency check. Furthermore, at the Government’s discretion, higher-level clearances and access authorization will be required to access certain Government facilities or information.

Sprint’s Facilities Security Officer (FSO) is responsible for all Sprint employee clearance submissions. Sprint’s FSO will work with the Government’s representative to initiate requests for national agency checks and background investigations in support of these higher-level clearances. 

Sprint’s Government Systems Division (GSD) has a Top Secret facility clearance granted by the Defense Security Service (DSS), formerly known as the Defense Investigative Service (DIS). The GSD building has a sensitive compartmented information facility (SCIF) which has Top Secret storage authorization from DSS and several other Government agencies. There is a cadre of Sprint employees at GSD who have been issued personnel clearances at the Top Secret level. These Top Secret clearances are current and have been granted by DSS. Many Sprint employees have also been polygraphed and briefed for special access programs at the highest levels. Sprint will limit requests for clearances to the minimum number of employees necessary for operational efficiency, consistent with contractual obligations.

Additionally, Sprint has in place a stringent corporate pre-employment background investigation policy. The background investigation for all candidates is supplemented by:

• 
Pass pre-employment drug testing,

• 
Consent to post employment random drug testing, and

• 
Consent to substance abuse policies. 

Complete details of the Sprint Personnel Security Program are contained in section 6 of the “Sprint Protection of Proprietary Information Policy; Supporting Practices and Guidelines.” This section provides the practices and guidelines which govern the management of personnel who use, have access to, or have custody of Sprint’s information assets, critical systems, and/ or resources. These requirements and guidelines apply to all personnel, including but not limited to employees, temporary employees, contractors, or third party agents.

1.12.10
Physical Security (C.2.1.12.10)
The contractor shall protect its facilities from entry by unauthorized persons.
Sprint currently protects its facilities from entry by unauthorized persons. This protection will continue throughout the FTS2001 contract. Sprint is experienced and knowledgeable in establishing and implementing physical security procedures and safeguarding and controlling applicable work areas.  Sprint operates in a protected environment developed for sensitive programs and unique customer requirements.  

The Defense Investigative Service has granted Top Secret storage authorization to Sprint. Additionally, Sprint has established accounts for receiving and operating Government furnished cryptographic equipment and key material X

X

Sprint operates accredited Sensitive Compartmented Information Facilities in support of Special Access Programs.

All Sprint facilities are provided with security protection commensurate with the critical nature of the functions performed, and the potential disruption of operations that could result from unauthorized access.  X
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Sprint has documented Physical and Environmental Security procedures, that are discussed in section 8 of the “Sprint Protection of Proprietary Information Policy; Supporting Practices and Guidelines.” These security practices and guidelines are designed to ensure that information is stored and processed in a controlled environment at all sites, including those of Sprint’s vendors, contractors and suppliers. As discussed in this document, Sprint depends on the continuous availability and integrity of its information assets, critical systems, and resources. Physical security of these assets is the first line of defense against potential incidents, which may interrupt, damage, or destroy these assets. Sprint’s physical security practices and guidelines are designed to ensure that information is stored and processed in a controlled environment. They cover all sites, including those of partners, vendors, contractors, and suppliers. Physical Security protection is implemented through numerous methods, including but not limited to:

• 
Enforcing access controls, badging, and escorting of visitors by authorized personnel;

• 
Using approved safes, enclosures, seals, locks, or closed areas in accordance with DoD 5220.22M (NISPOM); and

• 
Using area controls that prevent against or detect tampering or theft of hardware and software.

1.12.11
Procedural Security (C.2.1.12.11)
The contractor shall establish, and provide to the Government security procedures, including:
(a)
Procedures for controlling access to Government-related sensitive databases and information
(b)
Procedures to prevent fraudulent use of Government information or services
(c)
Procedures to prevent fraudulent use of FTS2001 Calling Cards
These procedures shall be provided within 60 days after contract award.  Refer to Section C.3.2.7 for the media of delivery and Section F for other deliverable requirements.
Based upon its previous contract experience with Federal Government customers, Sprint has established security practices and procedures that addresses all facets of network and information security. Within 60 days after contract award, Sprint will provide to the Government the security procedures that are applicable to FTS2001 operations. These procedures, which will be delivered in accordance with RFP Section C.3.7. and Section F requirements, will include:

X

X

X

X

• 
Procedures for controlling access to Government-related sensitive databases and information As discussed previously in this section, Sprint uses numerous techniques for controlling access to sensitive databases and information• 
Procedures to prevent fraudulent use of Government information or services. Sprint is one of the industry leaders in fraud prevention for telecommunications information and services. The use of specialized fraud prevention tools, XXXXXXXXXXXXXX will ensure the highest levels of fraud protection for Government information and services

• 
Procedures to prevent fraudulent use of FTS2001 calling cards. XX

X

X

X• 
Protection of Proprietary Information Policy. Sprint has a complete proprietary information policy that is documented in the “Sprint Protection of Proprietary Information Policy: Supporting Practices and Guidelines, March 1995”. An in-depth discussion of this document is contained in the FTS2001 security plan.

Sprint’s practices and procedures include providing direction, advice and counsel on security vulnerability issues to management. Sprint security investigates and resolves known or suspected vulnerabilities to Sprint’s and our customers’ proprietary/sensitive information, critical systems, or resources.
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1.12.12
Ongoing Security Improvements (C.2.1.12.12)
The contractor shall incorporate, following Government approval, new security-related standards for telecommunications transmission and switching technologies as they mature and become accepted practice in the commercial environment. For those instances where this occurs, the contractor shall submit as part of its security plan a procedure for incorporating these standards into their operations as they become accepted commercially. If these security-related standards are implemented at no additional cost to any commercial customers then the Government shall receive the same treatment. Additionally, the security plan shall also indicate how improved security-related processes are to be included either as part of the basic security-related service support, or as a new fee-for-service offering to be made available to the Government under this contract as they become commercially available.
The contractor shall work with the Government on an ongoing basis to certify and enhance the strength of security. The security plan shall describe planned enhancements to security of the network and shall be updated annually as a minimum after contract award. Post award activities shall include:
(a)
Providing the Government with summaries of security related events as described in Section C.6.
(b)
Working with the Government to reassess the severity of new or perceived threats and to take countermeasures to assure the specified network availability in accordance with the security plan.
 (c)
Preparation of security practices and briefings for GSA and agency representatives and, upon request, conducting the briefings.
Sprint will incorporate security-related standards for telecommunications as they mature and become accepted practice in the commercial environment. Sprint’s security plan includes a procedure for incorporating the standards into Sprint’s operations, as they become commercially available. The security plan will indicate if the new processes are to be included either as part of the basic security-related service support or as a new fee-for-service offering under the FTS2001 contract. Security related standards that are implemented at no cost to commercial customers will be provided to the Government at no cost. Sprint will work with the Government on an ongoing basis to certify and enhance the strength of security.  

The security plan also describes planned enhancements to security of the network and will be updated annually, at a minimum, after contract award. Post award security activities will include:

• 
Providing the Government with summaries of security related events as described in RFP Section C.6

• 
Working with the Government to reassess the security of new or perceived threats and taking counter measures to assure the specified network availability in accordance with the security plan

• 
Working with the Government to conduct security certification and accreditation audits on Sprint’s networks and systems

• 
Preparation of security practices and briefings for GSA and agency representatives and, upon request, Sprint will conduct the briefings.

Independent of Government requirements relating to implementation of new and existing security products, Sprint proactively evaluates and develops products which will provide additional safeguards to customer and internal networks.X
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1.13
Non-Domestic Services (C.2.1.13)
The contractor shall supply services globally. Global coverage includes delivery of service from domestic SDPs to non-domestic SDPs, from non-domestic SDPs to domestic SDPs, and from non-domestic SDPs to non-domestic SDPs. The following requirements for numbering plan, features, performance, interfaces, security, and management and operations considerations that are applicable to the non-domestic services shall supersede the corresponding requirements specified for the domestic services:
(a)
Numbering Plan. The numbering plan for non-domestic locations shall conform to country specific numbering plans for switched services.
(b)
Features. All features identified as mandatory in each service description shall be provided to non-domestic SDPs when they become commercially available in the areas involved.
(c)
Dial-In. The contractor shall support country-specific non-domestic PSN numbers and/or toll free numbers, if commercially available, for dial-in access of services.
(d)
Performance. The performance parameters for each service between non-domestic SDPs or between domestic and non-domestic SDPs shall be compliant with the best commercial values or practices for those parameters within the foreign country(ies) hosting the foreign SDPs.
(e)
Interfaces. When a service is delivered to an SDP at a non-domestic location, the UNI (i.e., interface type, payload data rate, protocol type) standard for the SDP shall comply with the country-specific interface standards when delivering service to the country-specific Government equipment. However, if the Government equipment conforms to a North American standard, then the UNI standard at the SDP shall comply with the North American standard where permitted by local law and regulations.
(f)
Security. The contractor shall provide the best commercial security practices in supporting service delivery to non-domestic locations. The contractor shall monitor the performance of its foreign subcontractor’s business partners’ and PTT’s services and report to the PMO and the Contracting Officer (CO) any unusual or suspicious outage, blockage, or tampering that may indicate that users of services are being denied service or are being compromised. Additionally, the contractor shall provide, in addition to its required security plan (see Section C.2.1.12), associated mechanisms that shall be implemented to protect their domestic infrastructure from any information warfare activities (e.g., threats from hackers, criminals, and terrorist activities) carried out by a non-domestic subcontractor. Any connectivity to the Internet or a commercial network service provided by the contractor to non-domestic SDPs shall meet the security requirements identified in Section C.2.1.1.2.
(g)
Management and Operations. The contractor shall provide the full range of management and operations functions, defined in Section C.3, or the best commercially available.
Sprint is universally recognized and lauded for its visionary, global approach to delivering state-of -the-art, standards-based telecommunications services. Since the early 1980s, Sprint  has forged strategic alliances, partnerships, and joint ventures on a global scale to better serve the growing needs of its multinational customers.  To this end, one of the most important partnerships in the telecommunications industry was launched on February 1, 1996.  Sprint, France Telecom, and Deutsche Telekom developed a global partnership that offers superior and cost effective global telecommunications services to business, Government, consumer, and carrier markets worldwide.  This partnership became Global One. It must be noted that Sprint’s competitors have attempted to develop and implement relationships of comparable scope and strategic value, but none have succeeded to date.

Key advantages to conducting international business with Sprint include:

• 
One Point-of-Contact - Locally based global account managers handle every aspect of the Government’s international communications requirements, from designing the service portfolio to answering billing questions.

• 
One Point-of-Support - 24 hours-a-day, 7 days-a-week, dedicated service agents are ready to respond to any question or problem.

• 
One Global Network - State-of-the-art technology means optimum network performance and availability.

The information systems infrastructure of Global One will be capable of supporting multi-currency and multilingual billing, consolidated billing and reporting, and global service management—as befits a truly global company.

XXtechnical and customer service operating centers and the processes of Regional Operating Groups and National Service Organizations will be consistently managed to ensure cost-effective internetworking service in accordance with centrally set Global One standards.  All network and IT operations will be conducted by the Regional Operating Groups.  When National Operators act as network extensions for Global One, the maximum degree of network oversight and integration will be sought to maintain the interworking of services provided to our customers.

From the very beginning, Sprint through Global One has been able to offer corporate network services in more than 65countries using over 1,200 points of presence.  XXXXX this presence will be extended to more than XXXXXdata nodes inXXXcountries.X
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The Global One Partnership
This joint venture differs significantly from other alliances in many ways, including the following:

• 
The charter is broader, covering networking requirements of global business, consumer, and carrier markets. 

• 
Global One was created to provide a broad range of international services by integrating the expertise of its three parent companies.

• 
Each of the three owners has an equal voice in determining the strategic direction of the enterprise.

Taken separately, Sprint, France Telecom, and Deutsche Telecom already have significant international and offshore operations aimed at serving the global requirements of medium, large, and multinational corporations—as well as Governments.  These activities require global product management, offshore implementation of end-to-end network platforms and trouble resolution, and out-of-home-country sales and sales support.  Global One is the only global alliance that operates as a single company providing these global platforms under one roof.  

Through this partnership with two of the world’s largest telecommunications companies, Sprint has become a leader in providing global telecommunications.  Sprint’s global presence will effectively address the Government’s present and future international telecommunications needs.

By any measure, Sprint is one of the World’s largest and most technologically advanced suppliers of global telecommunications services. X

X

XSprint will meet the following requirements for numbering plan, features, performance, interfaces, security, and management and operations considerations that are applicable to the non-domestic services.:

1.13.1
Numbering Plan
Sprint will support a numbering plan for non-domestic locations that conforms to country specific numbering plans for switched services.

1.13.2
Features
All features identified as mandatory in each service description will be provided to non-domestic SDPs when they become commercially available in the areas involved. 

1.13.3
Dial-In
Sprint will support country-specific non-domestic PSN numbers and/or toll free numbers, if commercially available, for dial-in access of services.

1.13.4
Performance
Sprint’s performance parameters for each service between non-domestic SDPs or between domestic and non-domestic SDPs will be compliant with the best commercial values or practices for those parameters within the foreign countries hosting the SDPs for FTS2001 services.

1.13.5
Interfaces
When a service is delivered to an SDP at a non-domestic location, the UNI (i.e., interface type, payload data rate, protocol type) standard for the SDP will comply with the country-specific interface standards when delivering service to the country-specific Government equipment. However, if the Government equipment conforms to a North American standard, then the UNI standard at the SDP will comply with the North American standard where permitted by local law and regulations.

1.13.6
Security
Sprintis an industry leader in security, and will provide the best commercial security practices in supporting service delivery to non-domestic locations. To the maximum extent possible through non-intrusive means and using best business practices, Sprint will monitor the performance of its foreign subcontractor’s business partners’ and PTT’s services. Sprint will report to the PMO and the Contracting Officer (CO) any unusual or suspicious outage, blockage, or tampering that may indicate that users of services are being denied service or are being compromised. Additionally, Sprint will utilize the best commercial security practices available to protect the domestic infrastructure from any information warfare activities (e.g., threats from hackers, criminals, and terrorist activities) carried out by a non-domestic subcontractor. Any connectivity to the Internet or a commercial network service provided by Sprint to non-domestic SDPs will meet the security requirements identified in Section C.2.1.1.2. of the Government’s Request for Proposal. 

1.13.7
Management and Operations.
Sprint will provide the full range of management and operations functions, defined in Section C.3 of the Government’s Request for Proposal, or the best commercially available.

1.14
Hardware and Software (C.2.1.14)
Hardware and software, where specified within this contract, shall be provided as an integral part of the services. Any such hardware and software (excluding data) shall remain the property of the contractor, unless otherwise specified or agreed.
Hardware and software, where specified within this proposal, will be provided by Sprint as an integral part of the services.  Any such hardware and software (excluding data) shall remain the property of Sprint, unless otherwise specified or agreed.

1.15
Transition, Migration and Implementation (C.2.1.15)
Transition is the process of planning for and transferring services from existing FTS2000 networks to the contractor’s network.
Migration is the process of planning for and transferring services from existing agency networks (i.e., those networks not currently associated with FTS2000 networks) to the contractor’s networks. Migration also includes planning for and transferring services from one FTS2001 contractor’s network to another FTS2001 contractor’s network after transition.
Implementation is the process of planning for and adding new services to user locations provisioned under this contract. Implementation may involve the addition at specific user locations of a service that is comparable to a current FTS2000 service offering but which has not before been provisioned at that particular location. Implementation may involve the addition of a completely new service offering at a user location, (i.e., services that have never before been offered by FTS2000 nor by legacy systems at a particular location). Implementation also may involve enhancements, changes, and additions to existing service offerings.
The Government’s goals and objectives for transition, migration, and implementation are:
(a)
Provisioning of new services as soon as commercially available at users’ locations
(b)
Introduction of new technologies associated with services as soon as they become commercially available
(c)
Minimizing disruptions and maintaining the continuity of services to the users
(d)
Ensuring cost effective transition, migration and implementation of services
(e)
Adopting best commercial practices
The transition, implementation and migration strategies shall satisfy, at a minimum, the above Government goals and objectives. The details of transition, migration and implementation are defined in Section C.4.
Sprint's transition, migration and implementation approach is based on proven management plans and procedures. Any transition, migration or implementation mandates a careful requirements analysis, complete understanding of potential risks, risk management to mitigate risk, allocation and coordination of resources, and a schedule of activities. Sprint, will use transition management tools, and will assure the Government that a smooth transition, migration and implementation of FTS2001 services will occur. 

Sprint’s philosophy is to partner with the Government to accomplish its five major objectives for FTS2001:

• 
Provision new services as soon as commercially available

• 
Introduce new technologies as soon as commercially available

• 
Minimize disruptions and maintain continuity of service

• 
Ensure cost effective transition, migration and implementation of services

• 
Adopt best commercial practices

Sprint has considerable experience in conducting large complex transition, migration and implementation of services for the Federal Government. X
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1.16
Access (C.2.1.16)
Access is the means for providing connection for on-net locations between an SDP and the contractor’s POP.  Through interoperability with the PSN, access is also the means of connecting off-net locations, which are not SDPs, with FTS2001.  Connectivity to off-net locations is accomplished by using off-net circuit-switched access. Each domestic PSTN location has a wire center associated with it in the Local Exchange Routing Guide (LERG); similarly, each domestic SDP that is also a PSTN location has an associated wire center
.  For serviced PSTN locations and SDPs that are associated with the same wire center, the contractor shall provide all services offered by the contractor at those PSTN locations and SDPs from the same POP..  The contractor shall always provide access unless the Government specifically requests that access not be provided by the contractor i.e., unbundling of access service from transport service.  For access provisioning, the contractor shall conform to a UNI specification at the SDP or to a LANI specification at the POP as defined in the individual service descriptions (see Sections C.2.2 through C.2.4), except that (a) where the contractor-provisioned access circuit is being used for access service integration, and the Government is supplying the multiplexer, the contractor shall conform to a UNI specification at the SDP as defined in Section C.2.4 and (b) where a Government-provided access circuit is being used for access service integration, the contractor shall conform to a LANI specification for termination of such circuit at the POP as defined in Section C.2.4.  The contractor shall accept at its listed POPs, connections for originating and terminating access with other access providers, as specified by the Government from time to time, providing that these connections conform to the LANI specifications.
The contractor shall support the following access types:
(a)
Dedicated access
(1)
Class 1: Where a user agency orders access circuits from either the FTS2001 contractor or another contractor and is responsible for the Grade of Service (GOS). Users are expected but not required to acquire the number of access circuits recommended by the contractor to achieve a P.03 grade of service.
(2)
Class 2: Where a user agency orders a service including access from the FTS2001 contractor, but the contractor is responsible for the GOS.  Users are responsible for acquiring the number of access circuits as advised/specified by the contractor.  Where a user does not acquire the number of circuits specified by the contractor for whatever reason or subscribes to or uses the make-busy arrangement, the dedicated access Class 2 shall revert to Class 1.
(b)
Circuit-switched access from the serving local central office.  The user is responsible for the local loop from the user equipment to the central office and associated local exchange service. 
(c)
Internetworked access is optional
For access provisioning of services, a user shall be able to select an access arrangement for a particular service type from the access types as specified in Table C.2.1.16-1, provided that access type is available in the user’s location as specified in Section J.8.3.
The performance provided for the above access types shall always be within the specifications of Section C and at least as good as what is available commercially.  In addition, the contractor shall provide all necessary hardware and software for provisioning of the access to the user equipment at the SDP as an integral part of the service.  The Government will allow the housing of contractor equipment at Government premises, where necessary, to provide the specified UNI and will authorize the use without charge of a reasonable amount of space and power.
In addition, the contractor shall also provide all necessary AAFs for:
(d)
Access service integration when channels associated with multiple UNIs of lower bandwidths (e.g., SVS, PSS) are multiplexed into a higher bandwidth access type (e.g., T1).
(e)
When a channel associated with a single UNI of lower bandwidth (e.g., 384 kb/s) can only be accessed by a higher bandwidth access type (e.g., T1) at that location.
Table C.2.1.16-1 Access Types 
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Denotes a valid access type that can be selected by the user
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Denotes that there are 7 Virtual Tributary (VT) groups in a OC-1 and each VT group 

can independently carry either 4 T1s or 3 E1s or 2 DS1Cs or 1 DS2

Notes:

1.
When a high bandwidth access type (e.g., T1 or T3) is selected for a low bandwidth 

service (e.g., SVS or PSS), channelized circuit is assumed.
The contractor shall also provide a cooperative transport demultiplexing function for transport at a POP for access connection when an AAF, whether contractor provided or Government provided, is implemented at a user site.
Access requirements and features are described in the following subsections.
Sprint, as a current FTS2000 service contractor has been providing the Government most of the access services required for FTS2001. Sprint has taken great effort to support FTS2000 contract modifications to add emerging service technologies and access capabilities as these have become available. We will continue to do so for FTS2001. Sprint fully recognizes that access is a means of achieving interoperability across the PSN, and that access is also the means of connecting off-net locations, which are not SDPs, with FTS2001. Details of Sprint’s access capabilities specific to a required service are discussed in the services in Section 2 of this volume.

Sprint will provide all services at a wire center from the same Sprint POP in accordance with the Local Exchange Routing Guide (LERG) if the SDP is also a PSTN location.

Sprint will always provide access unless specifically requested not to do so by the Government. Sprint will provision access to conform to UNI specifications at the SDP, or LANI specifications at the POP as defined in the individual service descriptions.  

Sprint will always provide access unless specifically requested not to do so by the Government. Sprint will provision access to conform to UNI specifications at the SDP, or LANI specifications at the POP as defined in the individual service descriptions except in cases 

(a) where Sprint-provisioned access circuit is being used for access service integration, and the Government supplies the multiplexer, Sprint will conform to a UNI specification at the SDP as defined in Section C.2.4 or 

(b) where a Government-provided access circuit is being used for access service integration, Sprint will conform to a LANI specification for termination of such circuit at the POP as defined in Section C.2.4.

Sprint POPs will accept connections for originating and terminating access from other providers so long as it conforms to the LANI specifications and is available commercially. X
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X
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Sprint will support the following access types:

• 
Dedicated access

– 
Class 1:  Where a user agency orders access circuits from either Sprint or another contractor and is responsible for the Grade of Service (GOS).  Users are expected but not required to acquire the number of access circuits recommended by Sprint to achieve a P.03 grade of service.

– 
Class 2:  Where a user agency orders a service including access from the Sprint, but Sprint is responsible for the GOS.  Users are responsible for ordering and placing into service the number of access circuits recommended by Sprint.  Where users do not acquire and activate the number of circuits specified by Sprint for whatever reason or invoke any make-busy arrangement (including deactivating user ports on a Government switch), the dedicated access Class 2 shall revert to Class 1. Sprint will periodically review and may make recommendations to adjust the quantity of access circuits, dependent on the traffic volume generated by a location. Should the user agency not acquire and activate the service quantities recommended by Sprint in a timely manner, the dedicated access Class 2 will revert to Class 1.

• 
Circuit-switched access from the serving local central office. The user is responsible for the local loop from the user equipment to the central office and associated local exchange service. Sprint will support switched access where specified in the individual service descriptions. The user agency is responsible for all ordering activity, activation, and invoices associated with providing this access. 

A user shall be able to select an access arrangement for a particular service type from the access types as specified in RFP Table C.2.1.16-1, provided that access type is available in the user’s location as specified in RFP Section J.8.3.

The performance provided for the above access types shall always be within the specifications of RFP Section C and at least as good as what is available for basic commercial services.  With the exception of inside wiring, Sprint will provide all necessary hardware and software for provisioning of the dedicated access to the SDP as part of the service.  The provision of inside wiring is at the user’s choice, and may be provided by the user, a Government’s designated contractor, or as a request for Sprint to provide the wiring on an individual case basis. Sprint understands that the Government will authorize the use without charge of a reasonable amount of space and power at Government locations for the installation of contractor equipment.

Sprint will provide the necessary AAFs for:

· Access service integration when channels associated with multiple UNIs of lower bandwidth are multiplexed into a higher bandwidth access type

· When a channel associated with a single UNI of lower bandwidth can only be accessed by a higher bandwidth access type

· Interfacing to certain service specific UNIs.

· Providing SDS or DTS DAAFIs.

Sprint will also provide transport demultiplexing function at a POP for access connection when a AAF is implemented at a user site.
Sprint will support Derived AAF interfaces (DAAFIs). DAAFIs meet one of the following criteria:

· They are a “LAN” protocol

· Ethernet (802.3)

· Token Ring (802.5)

· Fast Ethernet (802.3a)

· FDDI

· Gigabit Ethernet

· Switched Ethernet

· They are delivered at a higher payload data rate than the access speed

· They involve some type of protocol conversion or addition

· The capability exists to add DAAFIs by using existing (inactive) ports or adding a port module to an existing derived chassis.

DAAFIs are not just Time Division Multiplex (TDM) UNIs.

1.16.1
Access Requirements (C.2.1.16.1)
For dedicated access types excluding ISDN PRI, the contractor shall conform to the requirements as specified in Section C.2.4.1.  For ISDN PRI access types, the contractor shall conform to the requirements as specified in Section C.2.1.16.3.
For circuit-switched access types, excluding ISDN PRI, the contractor shall conform to the requirements as specified in Sections C.2.2.1.1, C.2.2.2.1, C.2.2.3.1, and C.2.2.4.1.  For ISDN PRI access types, the contractor shall conform to the requirements as specified in Section C.2.1.16.3.
For optional internetworked access types, the contractor shall conform to the requirements as specified in Section C.2.3.1.1 for PSS, Section C.2.3.2.1 for FRS, Section C.2.3.3.1 for IPS, and Section C.2.3.4.1 for ATMS.

Per the RFP (Section C.2.1.16(b)), the user of circuit switched access is responsible for the local loop from the user equipment to the central office and associated local exchange service. Sprint will provide all necessary hardware and software in its network to enable authorized Government users to access appropriate FTS2001 services provided by Sprint. 

 For dedicated access types excluding ISDN PRI, Sprint will conform to the requirements as specified in RFP Section C.2.4.1.  For ISDN PRI access type, Sprint will conform to the requirements as specified in RFP Section C.2.1.16.3.

For circuit-switched access types, excluding ISDN PRI, Sprint will conform to the requirements as specified in RFP Sections C.2.2.1.1, C.2.2.2.1, and C.2.2.3.  For ISDN PRI access type, Sprint will conform to the requirements as specified in RFP Section C.2.1.16.3.

1.16.2
Dedicated Access Features (C.2.1.16.2)
The contractor shall provide the following access features for connecting an SDP to its associated POP via dedicated access when requested by the Government:
Sprint will provide the following access features for connecting an SDP to its associated POP via dedicated access when requested by the Government:

Sprint will provide within 30 calendar days of the implementation of access diversity or avoidance and again thereafter when a change is made, a graphical representation (e.g., diagrams, maps) of access circuit routes to show where diversity or avoidance has been implemented.  Sprint will provide to the agency, with a copy to the PMO, written notification for Government approval of any proposed reconfiguration of routes, previously configured for access diversity or avoidance at least 30 calendar days in advance of implementation.  Sprint will conform to the requirements for performance for each diverse or avoidance route as specified in RFP Section C.2.4.2.2.1(c)(1) and C.2.4.2.2.1(c)(2).Sprint will establish internal control to prevent the accidental dismantling of diversified routes, especially during routine route optimization initiatives by Sprint.1.16.2.1
Access Route or Path Diversity (C.2.1.16.2(a))
C.2.1.16.2(a) Access Route or Path Diversity
(1)
Mandatory

Between an SDP and its associated connecting POP, or at the Government’s option between an SDP and at least two POPs, the contractor shall supply at least two physically-separated routes for access. These diverse routes shall not share any common telecommunications facilities or offices including common building entrance. The contractor shall maintain a minimum separation of 30 feet throughout all diverse routes, except for cable crossovers, between premises/buildings where an SDP and its associated POP are housed. However, for cable crossovers, the contractor shall maintain a minimum vertical separation of two feet, with cables encased (separately) in steel or concrete. The Government recognizes that uncompromised (i.e., adhering to the minimum separation requirements as described above) diversity may not be available in some locations. Where uncompromised diversity is not available, the contractor shall exert best efforts to propose an acceptable arrangement along with documentation describing the compromise. If diversity is not available or the compromised diversity is not acceptable to the Government, an acceptable alternative shall be negotiated on an individual case basis.
When access diversity has been provided by the contractor, the Government may at its discretion, elect to send telecommunications traffic over only one route (i.e., the primary route) thereby keeping the second route (i.e., the diverse route) inactive until needed. The Government may also elect to send telecommunications traffic over both routes on an ongoing basis, except where automatic re-routing equipment is utilized.
Sprint recognizes the need to insure survivability of essential telecommunications services performed at specific SDPs. We are, therefore, prepared to provide electrically diverse, physically separate access facilities as specified by the Government. These will at Government direction include routes:

• 
Between an SDP and its associated connecting POP

• 
Between an SDP and at least two POPs. 

These diverse routes will not share any common telecommunications facilities or offices including common building entrance.  Sprint will maintain a minimum separation of 30 feet throughout all diverse routes, except for cable crossovers, between premises/buildings where an SDP and its associated POP are housed.  However, for cable crossovers, Sprint will maintain a minimum vertical separation of two feet, with cables encased (separately) in steel or concrete. Where uncompromised diversity is not available, Sprint will exert best efforts to propose an acceptable arrangement along with documentation describing the compromise.  If diversity is not available or the compromised diversity is not acceptable to the Government, an acceptable alternative shall be negotiated on an individual case basis.

When access diversity has been provided by Sprint, the Government may at its discretion, elect to send telecommunications traffic over only one route (i.e., the primary route) thereby keeping the second route (i.e., the diverse route) inactive until needed.  The Government may also elect to send telecommunications traffic over both routes on an ongoing basis, except where automatic re-routing equipment is utilized. Sprint will accommodate both of these options.

1.16.2.2
Access Route or Path Avoidance (C.2.1.16.2(b))
C.2.1.16.2(b) Access Route or Path Avoidance. Between an SDP and its associated connecting POP, the contractor shall supply the capability for a customer to define a geographic location or route to avoid. However, the Government recognizes that avoidance may not be available in some locations. Where avoidance is not available, the contractor shall exert best efforts to propose an acceptable arrangement along with documentation describing the reasons for the unavailability.
The contractor shall provide within 30 calendar days of the implementation of access diversity or avoidance and again thereafter when a change is made, a graphical representation (e.g., diagrams, maps) of access circuit routes to show where diversity or avoidance has been implemented. The contractor shall provide to the agency, with a copy to the PMO, written notification for Government approval of any proposed reconfiguration of routes, previously configured for access diversity or avoidance at least 30 calendar days in advance of implementation. The contractor shall conform to the requirements for performance for each diverse or avoidance route as specified in Section C.2.4.2.2.1(c)(1) and C.2.4.2.2.1(c)(2). Refer to Section C.3.2.7 for the media of delivery and Section F for other deliverable requirements.
In addition, the contractor shall establish internal control (i.e., electronic flagging of routes) to prevent the accidental dismantling of diversified/avoidance routes, especially during routine route optimization initiatives by the contractor.
Between an SDP and its associated connecting POP, Sprint will supply the capability for a customer to define a geographic location or route to avoid. Where avoidance is not available, Sprint will exert best efforts to propose an acceptable arrangement along with documentation describing the reasons for the unavailability. This arrangement will be negotiated on an individual case basis.

Sprint will provide within 30 calendar days of the implementation of access diversity or avoidance and again thereafter when a change is made, a graphical representation (e.g., diagrams, maps) of access circuit routes to show where diversity or avoidance has been implemented. In addition, Sprint will provide to the customer, with a copy to the PMO, written notification for Government approval of any proposed reconfiguration of routes, previously configured for access diversity or avoidance at least 30 calendar days in advance of implementation. Sprint will conform to the requirements for performance for each diverse or avoidance route as specified in RFP Section C.2.4.2.2.1.(c)(1) and C.2.4.2.2.1(c)(2) Sprint will establish internal controls to prevent the accidental dismantling of diversified/avoidance routes, especially during routine route optimization initiatives by Sprint. 

1.16.3  Integrated Services Digital Network Access Requirements (C.2.1.16.3)

 ISDN Access shall support both circuit-mode and packet-mode of data transmission to provision voice and data, access through a single UNI.

The ISDN access shall follow the North American adaptations of the ANSI T1 standards and ITU-TSS G, H, I, Q, X, and V series recommendations for the provision of ISDN, including common channel Signaling System Number 7 (SS7) for interexchange signaling.  In particular, the ISDN access arrangement shall conform to ANSI T1.620/607/606/610/614/
608/602/609/612/626 and ITU I.300/610.
The ISDN PRI shall comprise twenty-three 64 kb/s B channels and one 64 kb/s D channel (23B+D).  Where more than one PRI is provisioned at one SDP, it shall be possible to arrange for them to share one D channel whenever this is commercially available from the contractor, thus freeing the other D channels for use as bearer channels (24B+0D) when directed by the Government.
The contractor shall provide originating and/or terminating access for circuit-mode and packet-mode calls.  The ISDN access shall provide access to and from transport-network via PRI.  Originating ISDN access shall connect on-net originating locations with the associated POP.  Terminating access shall connect the terminating POP with the on-net terminating locations.
.  ISDN PRI shall be delivered directly to the end user equipment (e.g., PBX, Centrex, multiplexer, video codec) at an ANSI ISDN defined T reference point.
For circuit-mode switched services, the ISDN access shall support user-to-user signaling via D channel during a call.
For SVS, the ISDN access shall support digitized voice (i.e., 64 kb/s speech using Pulse Code Modulation [PCM] over one B channel) as specified in ANSI T1.620, T1.603 and T1.604.
For all SDS and CSDS, the ISDN access shall support the following restricted (i.e., 56 kb/s) and unrestricted (i.e., 64 kb/s clear channel) digital information data rates over B channels via circuit-mode, as specified in ANSI T1.620, T1.603 and T1.604:
(a)
Baseband at 64 kb/s over one B channel
(b)
Wideband/Multirate at N times 64 kb/s over NxB channels (where N = 2 to 23 for PRI)
The ISDN access shall support the following packet-mode data rates over B channels as specified in ANSI T1.614, T1.603 and T1.604 for PSS; and, ANSI T1.606 for FRS:
(c)
Baseband at 64 kb/s over one B channel
(d)
Wideband/Multirate at N times 64 kb/s over NxB channels (where N = 2 to 23 for PRI) 
X

X

X

 For FTS2001 Sprint will provide an ISDN access mechanism which will support both circuit-mode and packet-mode data transmissions. Sprint’s ISDN access mechanism can be utilized to provision voice, data, and video access through a single UNI.  When the Government purchases ISDN  access mechanism through Sprint, Sprint will coordinate with the Alternate Access Carrier to install and test the service to ensure the ISDN access mechanism complies with the Governments requirements.  The ISDN access mechanism will follow the North American adaptations of the ANSI T1 standards and ITU-TSS G,H, I, Q, X, and V series recommendations for the provision of ISDN, including common channel Signaling System Number 7 (SS7) for interexchange signaling. Sprint’s ISDN access arrangement conforms to ANSI T1.620/607/606/610/614/608/ 602/609/612/626 and ITU I.300/610.

The ISDN PRI will comprise twenty-three 64 kb/s B channels and one 64 kb/s D channel (23B+D). When more than one PRI is provided at one SDP, it will be possible to arrange for them to share one D channel, thus freeing the other D channels for use as bearer channels (24B+0D).

Sprint will provide originating and /or terminating access for circuit-mode and packet-mode calls to the Government by acting as the Government’s agent to purchase LEC PRI access mechanism. The ISDN access mechanism will provide access to and from transport-network via PRI. Originating ISDN access will connect on-net originating locations with the associated POP. Terminating access will connect the terminating POP with the on-net terminating locations.

ISDN PRI will be delivered directly to the end user equipment (e.g., PBX, Centrex, multiplexer, video codec) at an ANSI ISDN defined T reference point.

For circuit-mode switched services, the ISDN access will support user-to-user signaling via D channel.

For SVS the ISDN access will support digitized voice (i.e., 64kb/s speech using Pulse Code Modulation (PCM) over one B channel) as specified in ANSI T1.620, T1603 and T1.604. 

For all SDS and CSDS, the ISDN access will support the following restricted (i.e., 56kb/s) and unrestricted (i.e., clear channel) digital information data rates over B channels via circuit-mode, as specified in ANSI T1.620, T1603, and T1.604:

• 
Baseband at 64 kb/s over one B channel (56 kb/s for restricted)

• 
Wideband/Multirate at N times 64 kb/s (56 kb/s for restricted) over N B channels (where N= 2 to 23 for PRI)

The ISDN access will support the following packet-mode data rates over B channels as specified in ANSI T1.614, T1.603, and T1.604 for PSS; and, ANSI T1.606 for FRS:

• 
Baseband at 64 kb/s over one B channel

• 
Wideband/Multirate at N times 64 kb/s over N B channels (where N= 2 to 23 for PRI).

1.16.3.1
Features (C.2.1.16.3.1)
The following ISDN access features shall be supported:
C.2.1.16.3.1 (a) Mandatory
(1)
Backup of Shared-D Channel. For PRI(s) with 24B+0D, shared-D channel backup/redundancy shall be supported when the associated (i.e., primary) PRI with 23B+D is down/inoperative.
Sprint will provide the Government backup Shared D-channel capability. Sprint will provide PRIs with 24B+0D, shared-D channel. Sprint will also provide backup/redundancy when the primary PRI with 23B+1D is down or inoperative.

1.16.3.2
Performance (C.2.1.16.3.2)
The ISDN access shall meet the following performance parameters for originating or terminating access connection between a POP and an SDP for providing switched services:
ISDN access provided by Sprint will meet the following performance parameters for access between a POP and SDP.

C.2.1.16.3.2 (a) Transmission Performance
(1) All digital transmission parameters shall satisfy at least the values and ranges set forth in the Integrated Services Digital Network (ISDN): Network Transmission Interface and Performance Specifications (Bellcore Pub: TR NWT-000938).

The digital transmission parameters will satisfy at least the values and ranges set forth in the Integrated Services Digital Network (ISDN): Network Transmission Interface and Performance Specification (Bellcore Pub: TR NWT-938).

C.2.1.16.3.2 (b) GOS
(1)
For circuit switched access, the blockage shall be 3 percent or less.
For circuit switched access, the blockage will be 3 percent or less.

C.2.1.16.3.2 (c) Availability
(1)
The ISDN access shall provide an availability of at least 99.8 percent.
The ISDN access will provide an availability of at least 99.8 percent.

1.16.3.3
Interfaces (C.2.1.16.3.3)
1.16.3.3.1 User-to-Network Interface (C.2.1.16.3.3.1)

1.16.3.3.1.1
Mandatory

The contractor shall support the following interfaces at the SDP for the provisioning of ISDN access:
(a)
Interface
 (1)
PRI (at line-rate of 1.544 Mb/s and information-payload data rate of 1.472 Mb/s for [23B+D] and 1.536 Mb/s for [24B+0D]) (Standard: ANSI ISDN T reference point)
Sprint will support PRI at a line-rate of 1.544 Mb/s with an information payload of 1.472 Mb/s [for 23B+D] and 1.536Mb/s [for 24B+0D]. Sprint will provide interfaces that meet the ANSI ISDN T reference point standard.

(b)
Signaling
(1)
ANSI T1.615 “Telecommunications ISDN - Digital Subscriber Signaling System No. 1 (DSS1) - Layer 3 Overview for ISDN signaling”
(2)
ANSI T1.602 “Telecommunications ISDN - Data-Link Layer Signaling Specification for Application at the User-Network Interface for D channel signaling”
(3)
ANSI T1.609 “Telecommunications - Interworking Between the ISDN User-Network Interface Protocol and the Signaling System Number 7 ISDN User Part”

(4)
ANSI T1.612 “Telecommunications - ISDN - Terminal Adaptation Using Statistical Multiplexing” while providing rate adaptation for ISDN Customer Premises Equipment (CPE)
(5)
ANSI T1.626 “Telecommunications - Switch-Computer Applications Interface” while providing a computer to ISDN switch interface
(6)
SS7 Signaling Interface (Standard: ANSI (T1. 110 through T1.116 and T1.611) and Bellcore GR-246-CORE)
Sprint has a history of aggressively deploying signaling technologies as was previously stated. Sprint will support the following signaling requirements for the FTS2001 contract:

• 
ANSI T1.615 “Telecommunications ISDN - Digital Subscriber Signaling System No. 1 (DSS1) - Layer 3 Overview for ISDN signaling”

• 
ANSI T1.602 “Telecommunications ISDN - Data-Link Layer Signaling Specification for Application at the User-Network Interface for D channel signaling”

• 
ANSI T1.609 “Telecommunications - Interworking Between the ISDN User-Network Interface Protocol and the Signaling System Number 7 ISDN User Part”

• 
ANSI T1.612 “Telecommunications - ISDN - Terminal Adaptation Using Statistical Multiplexing” while providing rate adaptation for ISDN Customer Premises Equipment (CPE)

• 
ANSI T1.626 “Telecommunications - Switch-Computer Applications Interface” while providing a computer to ISDN switch interface

• 
SS7 Signaling Interface (Standard: ANSI (T1. 110 through T1.116 and T1.611) and Bellcore GR -246-GORE).

C.2.1.16.3.3.1 In addition to the above generic requirements, the contractor shall support the following UNI types as specified in Table C.2.1.16.3.3.1-1. 

Table C.2.1.16.3.3.1-1 Integrated Services Digital Network Access 
UNI Type
Interface Type
Payload Data Rate
Signaling Type

1
PRI at ANSI ISDN T reference point
Up to 1.536 Mb/s
ITU-TSS Q.931

Sprint will support the following type of UNIs: 

PRI at ANSI ISDN T reference point at up to 1.536Mb/s

This interface type will support ITU-TSS Q.931 signaling.

1.16.3.3.2
Local Access to Network Interface (C.2.1.16.3.3.2)
Pursuant to Section C.2.1.16, the contractor shall support/provide the following interfaces to connect to a POP listed for the provisioning of ISDN Access.
1.16.3.3.2.1
Dedicated Access (C.2.1.16.3.3.2.1)
C.2.1.1.6.3.3.2.1 (a) Mandatory
(1)
ISDN PRI (Standard: ANSI T1.607 and 610)
(2)
E1 for non-domestic use (Standard: ITU-TSS G.702)
In accordance with RFP Section C.2.1.16 and for dedicated access, Sprint will support/ provide the interfaces necessary to be directly connected to a Sprint Switching site when provisioning ISDN:

• 
ISDN PRI that meet the ANSI T1.607 and 610 standards

• 
E1 for non-domestic use (Standard: ITU-TSS G.702) as available on a country by country basis.

1.16.3.3.2.2
Circuit Switched Access (C.2.1.16.3.3.2.2)
C.2.1.16.3.3.2.2 (a) Mandatory
(1)
Integrated Digital Loop Carrier System Generic Requirements, Objectives, and Interfaces (Bellcore Pub: GR-303-CORE)
(2)
Switching System Generic Requirements for Interexchange Carrier Interconnection using ISDN User Part (ISDNUP) (Bellcore Pub: GR-394-CORE)
(3)
National ISDN-1 (Bellcore Pub: SR-NWT-001937)
(4)
National ISDN-2 (Bellcore Pub: SR-NWT-002120)
(5)
All applicable sections, related to Local Exchange Carrier (LEC) to Interexchange Carrier/International Carrier (IC/INC) interconnections for circuit-switched services, Bell Operating Company (BOC) Notes on the LEC Networks (Bellcore Pub: SR-TSV-002275)
(6)
Compatibility Information for Feature Group D Switched Access Service (Bellcore Pub: TR-NPL-000258)
(7)
Exchange Access Interconnection FSD-20-24-0000 (Bellcore Pub: GR-690-CORE)
(8)
Bellcore Specification of SS7 (Bellcore Pub: GR-246-CORE)
(9)
SONET Transport Systems: Common Generic Criteria (Bellcore Pub: GR-253-CORE)
Pursuant to RFP Section C.2.1.16 and for circuit switched access, Sprint will support/ provide a ISDN access in accordance with:

• 
Integrated Digital Loop Carrier System Generic Requirements, Objectives, and Interfaces (Bellcore Pub: GR-303-CORE)

• 
Switching System Generic Requirements for Interexchange Carrier Interconnection using ISDN User Part (ISDNUP) (Bellcore Pub: GR-394-CORE)

• 
National ISDN-1 (Bellcore Pub: SR-NWT-001937)

• 
National ISDN-2 (Bellcore Pub: SR-NWT-002120)

• 
All applicable sections, related to LEC to Interexchange Carrier/International Carrier (IC/INC) interconnections for circuit-switched services, Bell Operating Company (BOC) Notes on the LEC Networks (Bellcore Pub: SR-TSV-002275)

• 
Compatibility Information for Feature Group D Switched Access Service (Bellcore Pub: TR-NPL-00 258)

• 
IC/INC Interconnection (Bellcore Pub: TR-NWT-690

• 
Bellcore Specification of SS7 as described in Bellcore Pub: GR- 246)

• 
SONET Transport Systems: Common Generic Criteria (Bellcore Pub: GR-253-CORE).
	Some SDPs may not be PSTN locations.  In those cases, the Government will define an associated wire center to be used for FTS2001 purposes.
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				Dedicated Transmission Service		Switched Voice Service		Circuit Switched Data Service		Toll Free Service		900 Service		Packet Switched Service		Frame Relay Service		IP Inter-networking Service		ATM Service

		Dedicated Access Types Category

		Analog  (4 KHz bandwidth)		x		x				x		x		x

		Subrate-DS0 (4.8/9.6/[19.2] kb/s)		x				x						x				[x]

		DS0 (56/64 kb/s)		x				x						x		x		x

		Frac-T1 (2/4/6/8/12 x DS0)		x		x		x		x		x		x		x		x

		T1 (DS1)		x		x		x		x		x		x		x		x		x

		ISDN PRI  (23B+D and 24B+0D)				x		x		x		x		x		x		x		[x]

		Frac-T3 (3/4/5/7 x DS1)		x		x		x		x		x		x		[x]		x		x

		T3  (DS3)		x		x		x		x		x		x		x		x		x

		E1 (non-domestic use)		x		x		[x]						x		x		x		[x]

		[E3 (non-domestic use)]		[x]		[x]		[x]								[x]		[x]		[x]

		[SONET OC-1 VT*]		[x]		[x]		[x]		[x]		[x]				[x]		[x]		[x]

		[SONET OC-1]		[x]		[x]		[x]		[x]		[x]				[x]		[x]		[x]

		[SONET OC-3 and OC-3c]		[x]																[x]

		[SONET OC-12 and OC-12c]		[x]																[x]

		Circuit Switched Access Types Category

		Switched DS0 (on-net/off-net)						x

		Bellcore Feature Group D (on-net/off-net)				x				x		[x]

		[Switched NxDS0 (on-net/off-net)]						[x]

		Swithced DS1 (on-net)						x

		[Switched DS3 (NxDS1; up to DS3)]          (on-net/off-net)				[x]		[x]		[x]		[x]

		[Internetworked Access Types Category]

		PSS (thruput rate:  9.6/56/64 kb/s)												[x]

		IPS (thruput rate:  9.6/64/1536 kb/s)																[x]

		FRS (CIR:  0/1/2/3/4/6/8/12/16 x DS0) where DS0 = 56/64 kb/s														[x]

		ATMS VBR (SCR:  4/8/16/32 mb/s); CBR (DS1/DS3/OC-3c/OC-12c); UBR																		[x]
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