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Contract No. GS00T99NRD2001

Modification Number: PS23
Effective Date: 02/08/01

1.1.3
Management and Operations Services (C.2.1.1.3)
The contractor shall support a multitiered (i.e., contractor, GSA oversight, and agency) management approach and a centralized contractual and system/operations management capability. This capability shall enable the Government to effectively manage and control its telecommunications resources and reduce network management costs by specializing, consolidating skills, simplifying processes, integrating functions, using increased automation, and utilizing network management standards. This capability shall also enable agencies to manage the operation of their service environment effectively.
In order to facilitate integration of network management information produced by all FTS Program contractors, the contractor shall provide data as defined in Section C.3. The overall objective shall be to provide near real-time telecommunications management information efficiently and cost-effectively, Government-wide and agency-specific.

The contractor shall be fully responsible for the management of its services and network resources. The domain of contractor management of telecommunications services is defined at a minimum by the SDPs, which delineate the end points of the delivered service. The contractor shall provide the Government the capability to oversee the delivery of all services, and to monitor the status and performance of services between all SDPs, including all aspects of contractor compliance, The contractor shall also provide the Government the capability to provide directions to the contractor with regard to service priority, planned and unplanned reconfigurations, and other changes as required by natural disasters or emergencies. Management services shall also be made available to individual agencies to enable them to obtain timely operational and administrative data, to monitor services that originate from their SDPs, and as applicable to control services and features. Finally, the contractor shall deliver service in the most cost effective and resource efficient fashion possible, and shall identify to the Government redundancies, under-utilized circuits, and other network management issues.
The detailed specifications of these management services are described in Section C.3.
During the past decade, Sprint has established itself as a premiere provider of Government telecommunications services and demonstrated its continuous commitment to supplying the Government with leading edge technologies, both in services as well as the administration of Government contract oversight. The unique relationships established over the years between Sprint, GSA and the FTS2000 Agencies under circumstances of emergency, as well as day to day operations, implementation, and performance are paramount to a partnership which will be carried on as the FTS2000 program transitions to FTS2001. 

Sprint successfully implemented a comprehensive set of support systems designed specifically to address the complex data and oversight requirements of the Government marketplace. These support systems provide an integrated approach for service ordering and tracking, network quality monitoring, trouble and complaint reporting, performance reporting, flexible billing hierarchy structures, automated pricing information, dispute reporting, and consolidated invoicing under the FTS2000 program. The Sprint FTS2001 

solution utilizes our proven, reliable, and XXXXXXXXXXXXX systems and processes.
 Sprint has in existence a centralized network management capability for the management of FTS2000. The same capabilities resident in the Integrated Network Management Center (INMC) will be provided to the Government PMO for FTS2001 network management and oversight capabilities to continue in a multitiered environment.

Sprint’s strategy will provide Government users the benefits of FTS2001 services and prices immediately upon award by utilizing existing proven Sprint personnel, systems, and processes. Sprint will begin upgrading and enhancing its support systems and network management systems to address the improvements requested by the Government in the FTS2001 solicitation XXXXXXXXXXXXX representing the optimum value and technical solution for the Government.

Performance Management
At contract award, Sprint’s XXXXXX Quality Monitoring System will continue to provide performance and trouble reporting functions for existing Sprint FTS2000 customers prior to, and throughout transition of these customers’ services onto Sprint’s FTS2001 network. X

XX

X

X Sprint will deliver additional performance reporting capabilities as described in the RFP by integrating the systems supporting commercial customers into the FTS2001 support system infrastructure.

Through the life of the FTS2001 contract Sprint will identify to the Government redundancies, under-utilized circuits and other network management issues. Under FTS2000 today, sprint reviews all access trunk groups on an on-going basis to identify trunk groups that are either under trunked or over trunked. Personnel in the Sprint XXXX work very closely with both GSA and SOC-B personnel and the agency DARs to maintain the optimum 

quantity of circuits XXXXXXXXXXXX. Sprint fully understands that too few circuits will cause blockage to the user, while excess circuits will result in unnecessary cost to the agencies for PBX ports and hardware. To ensure this optimal balance, Sprint XXXX personnel provide traffic studies and grade of service analyses to the agency DARs on a regular basis. This very close working relationship ensures optimal service to the user at the least possible cost. Sprint will continue to deliver this level of service to the Government under FTS2001.

Network Management

Initially, Sprint’s existing network monitoring systems will continue to provide network monitoring functions for existing FTS2000 customers prior to, and throughout transition of these customers’ services onto Sprint’s FTS2001 network. X

X

X

X 

The Sprint proposal will provide near real-time telecommunications management information efficiently and cost-effectively, Government-wide and agency-specific.

Sprint’s comprehensive management proposal describes the methods and procedures it plans on employing to fulfill the Government’s management and operations services to support the RFP requirements in Sections C.3.2 through C.3.10. Table 1.B.1-3 provides a cross reference to the management and operations sections. 

Table 1.B.1-3
Cross References to the Management and Operations Sections

Section Description 
Section Reference

Management Approach
M.A.1.0

Systems Management
M.A.3.2

Monitor Delivery of Services
M.A.5.7

Operations and Management:

Network Information

Network Configuration

Network Performance
M.A.7.1
M.A.7.2
M.A.7.4

Contingency and Restoral Plan
M.A.8.0.2

Network and Access Cost Minimization
M.A.8.2

A full description of the Management and Operations system capabilities is in the Management Volume of this proposal.

1.1.4
Emergency Preparedness (C.2.1.1.4)
A National Emergency is any Federally-declared circumstance/crisis (local, national, or international) that causes, or could cause, injury or harm to the population, or damage to or loss of property, or that degrades or threatens the NS/EP posture of the U.S. under conditions of natural and man-made disasters and emergencies. Within the context of telecommunications services, Emergency Preparedness is the maintenance of a telecommunications capability that is in a state of readiness to meet the needs of authorized Government users as permitted by law (e.g., Federal, state, local, and tribal) during National Emergencies. Therefore, the contractor’s network is also required to be maintained in a state of readiness for any emergencies. The detailed specifications of NS/EP requirements are described in Section C.5.
Sprint has been a provider of services that support the NS/EP community in response to national and regional emergencies since our inception.   As a result of our efforts in satisfying NS/EP requirements associated with major services such as the critical user needs of FTS2000 Network B and of the Government Emergency Telecommunications Service (GETS), Sprint is superbly positioned to fulfill all the requirements of FTS2001.     

In particular, because of recent Sprint network evolution, a number of the FTS2001 critical user service requirements will easily be satisfied by existing attributes of Sprint’s all digital fiber optic network and intelligent network switching architecture. Sprint's network will continue to be maintained in a state of readiness for any emergencies throughout the FTS2001 contract. NS/EP applicable features include:

• 
SONET bi-directional survivable ring architecture for both backbone inter-exchange service transmission and local access.

X

X

XSwitched Service and Signaling System 7 nodes with vital components secured in hardened bunkers X

X

XCustomer tailored access capabilities via phone card levels of authorization and classes of service.

X

X

XIn addition to providing FTS2001 critical user capabilities, Sprint will continue in a variety of existing NS/EP roles: Sprint has been  a provider of GETS since September 1994.  The capabilities of Sprint’s GETS have been used by Federal, and State and Local emergency response personnel in such regional disastersas Hurricane Andrew in South Florida, the Northridge, CA earthquake, and the Oklahoma City bombing to name a few.

· Sprint supports the National Telecommunications Management Structure (NTMS) with GFE HF Radio equipment and trained operators at selected Sprint operations centers.

· Sprint maintains a designated representative to the National Communications System (NCS) National Coordination Center (NCC) to facilitate Sprint contributions and support to national and regional disaster recovery operations when needed.

· Sprint is a provider of Telecommunications Service Priority (TSP) services under FCC Report and Order 88-341, Part 64.

Specific details of Sprint’s NS/EP program are contained in Section 9 of this proposal volume.

1.1.5
Reserved
1.2
Features (C.2.1.2)
Basic services, as specified in the “Basic Service Description” for each of the telecommunications services described in C.2.2 through C.2.4 and in section C.2.7.4, are those services that are included in the base price and that cannot be unbundled (see Section B.1.2). Features are additional capabilities that are priced separately. Note that some features are mandatory, which means that they must be offered. Optional and additional features will be evaluated as described in Section M.6 and those that are accepted by the Government will be included in the contract.
Sprint understands the optional and mandatory requirements outlined in the RFP. Sprint also has addressed capabilities of the basic service description and commented on each unbundled service request.

After award and throughout the term of the contract, the contractor shall provide updates to the Program Management Office (PMO) for Tables C.2.1.2-1 through C.2.1.2-4 and for Table C.2.1.2-6 as soon as modifications are made to a table as a consequence of changes in the availability of features or in the identity of countries/locations listed in Table C.2.1.2-6 or when new features for new or existing services are added to the contract.  Refer to Section C.3.2.7 for the media of delivery and Section F for other deliverable requirements.
Tables C.2.1.2-1 indicates which features are unavailable by Numbering Plan Area/Exchange Area (NPA/NXX). The contractor shall complete the right-most column of Table C.2.1.2-1 after contract award and continually update the availability dates for features as a function of NPA/NXX. (All other columns of this table are to be provided in the proposal, as described in Section L.38).
Sprint will update the Program Management Office after award and throughout the contract with changes to Tables C.2.1.2-1 through C.2.1.2-4 and for Table C.2.1.2-6, as soon as modifications are made to the table as a consequence of changes in the availability of features or in the identity of countries/locations listed in Table C.2.1.2-6, or when new features for existing services are added to the contract.

Sprint will offer access services using a combination of Local Exchange Carrier (LEC), Competitive Local Exchange Carrier (CLEC), and Sprint-operated facilities. All services described in Table C.2.1.2-5, Service Types will be offered through at least one Sprint Point of Presence (POP) in all Local Access Transport Areas (LATAs). From the POP, the chosen local access provider will be used to deliver physical connectivity to the Government’s Service Delivery Point location. The access provider’s existing and planned facilities to the Government location’s Minimum Point of Penetration (MPOP) are the delivery vehicle for access services.    

Sprint’s Metropolitan SONET is a fault-tolerant access architecture made up of high-speed SONET fiber-optic transport rings that aggregate and transport traffic to and from Sprint’s core network. Metro SONET reduces the likelihood of service outage due to LEC service disruptions like fiber cuts. Additionally, Metro SONET eliminates the need for redundant circuits, Customer Provided Access, and multiple access vendors. Sprint is currently offering Metro SONET arrangements through over XXXend offices X

XX

XThis broad range of access options ensures Sprint will provide service wherever the Government needs it.

1.2.1
Domestic Coverage
Table 1.B.1-4 indicates which features are unavailable by Numbering Plan Area/Exchange Area (NPA/NXX). Sprint will complete the right-most column of Table 1.B.1-4 after contract award and continually update the availability dates for features as a function of NPA/NXX. There are no domestic access features that are unavailable for FTS2001.  Sprint will provide all mandatory access features to all mandatory domestic locations.

Table 1.B.1-4
Domestic Access Feature Unavailability Table

Service Type*
Unavailability 
By NPA/NXX
Feature Name
Section C Reference
Availability Date













1.2.1.1
Domestic Access Coverage
This section defines Sprint transport coverage requirement capabilities for domestic areas All Sprint services will be available at all XXXSprint POPs, as described herein.

XXXXXXXXXXXXXXXXXX

Sprint will provide all mandatory transport features to all mandatory domestic locations. X

XX










































































































1.2.2
Non-Domestic Coverage
This section defines Sprint’s non-domestic coverage capabilities for both access and transport.

1.2.2.1
Non-Domestic Access Coverage
This section defines Sprint access coverage requirement capabilities for non-domestic areas. Table 1.B.1-6 indicates which non-domestic access features are unavailable by country/ jurisdiction. Sprint will complete the right-most column after contract award and update the availability dates as these change for features as a function of country/jurisdiction. A feature is considered unavailable in a country/jurisdiction if the feature is not offered at any location within the country/jurisdiction.

Table 1.B.1-6
Non-Domestic Access Feature Unavailability Table 

Service Type*
Feature Name
Section C Reference
Unavailability By Country/ Jurisdiction
Availability Date































1.2.2.2
Non-Domestic Transport Coverage
This section defines Sprint transport coverage requirement capabilities for non-domestic areas. Table 1.B.1-6 indicates which features are unavailable by country/jurisdiction route. Sprint will complete the right-most column after contract award and update the availability dates as these change for features as a function of country/jurisdiction route. After contract award, the Sprint will also update RFP Table C.2.1.2-6 whenever any changes are made to the identities of countries and locations listed therein. As a consequence of such changes, Sprint will update Table 1.B.1-6 and Table 1.B.1-7. 

Table 1.B.1-7
Non-Domestic Transport Feature Unavailability Table




Unavailability By County/ Jurisdiction Route **



Service Type
Feature Name
Section C Reference
From Country/ Jurisdiction
To Country/ Jurisdiction
Availability Date






















































































































































































































































































































































































































































































































































































































































































































1.3
Service Coverage (C.2.1.3)
The contractor shall provide services and features for both domestic and non-domestic locations. Domestic locations are those within the U.S., Puerto Rico, the U.S. Virgin Islands, Guam, and the Northern Marianas. All other locations are defined as non-domestic for the purposes of this contract.
The Government wishes the geographic coverage to be as broad as possible for all services. The Government’s minimum requirements for coverage are described in Section J.8.3.
Sprint is a global telecommunications service provider with presence on every domestic POP that will provide value added services to non-domestic locations. Sprint's coverage offered is of the highest quality and reliability. As markets internationally become more deregulated, Sprint will offer broader coverage and additional service offerings in those locations.

Sprint will provide services and features for both domestic and non-domestic locations. Sprint understands that domestic locations are those within the U.S., Puerto Rico, the U.S. Virgin Islands, Guam, and the Northern Marianas. All other locations are defined as non-domestic for the purposes of this contract.

Sprint’s coverage is described in Section C.1 of this technical proposal.

1.4
On-net and Off-net Locations (C.2.1.4)
The contractor shall provide services to on-net and off-net locations, which are defined as follows:

Sprint will provide FTS2001 services to on-net and off-net locations.

C.2.1.4 (a) On-net locations are locations that have presubscribed to one or more services provided by the FTS2001 contractor. However, an on-net location must subscribe to a specific FTS2001 service before receiving that service at that location. Service to on-net locations may be implemented using either dedicated, circuit switched, or optional internetworked access.
On-net locations are locations that have pre-subscribed to one or more services provided by Sprint.  Service to on-net locations will be implemented using either dedicated or circuit switched access.

C.2.1.4 (b) Off-net locations do not subscribe to any services provided by the FTS2001 contractor. Service to and from off-net locations is required only if specified in the individual service description.
Off-net locations do not subscribe to any services provided by Sprint. Service to and from off-net locations will be provided only if specified in the individual service description. 

1.5
Service Delivery Point and Network Interfaces (C.2.1.5)
The Government’s requirements, as stated within this solicitation, include services and features between SDPs. An SDP is the interface point at which a service is delivered by the contractor to the user. Thus it is the point at which responsibility for the service transfers from the service provider to the Government. The SDP is the interface point for the physical delivery of a service, one of the points at which performance parameters are measured to determine compliance with the contract, and the point used by the contractor to identify charges for services rendered. Each SDP has an associated interface. The SDP defines where service is delivered and the interface defines what and how service is delivered. There are two types of interface associated with SDPs:
(a)
User-to-network interface (UNI), which is used where the contractor provides access
(b)
Local access-to-network interface (LANI), which is used where the Government provides access. In this case, the SDP shall be at the standard carrier demarcation point at the contractor’s POP.
The SDP and its associated UNI or LANI define the physical and service interface between the contractor provided facilities and the Government provided facilities.
One and only one interface (UNI or LANI) is associated with each SDP. However, where integrated access is used with a Government-provided Access Adaptation Function (AAF) (e.g., multiplexing), there may be more than one service (e.g., SVS and CSDS) at the SDP. None, one, or many features may be subscribed for a given SDP.
Sprint understands that this contract includes services and features between SDPs. Sprint understands that a SDP is the interface point at which a service is delivered by Sprint to the user. Thus it is the point at which responsibility for the service transfers from Sprint to the Government. The SDP is the interface point for the physical delivery of a service, one of the points at which performance parameters are measured to determine compliance with the contract, and the point used by Sprint to identify the charges for services rendered. Each SDP is defined as the combined physical, electrical, and service interface between Sprint’s network and Government on-premises equipment or off-premises switching and transmission equipment or and other facilities (such as those provided by Centrex and telephone central offices). If the Government acquires access separately, the interface between Sprint’s POP and the access network is an SDP. Only one UNI is associated with each SDP.

1.5.1
Service Delivery Point Location (C.2.1.5.1)
The contractor is responsible for delivering service to the SDP. The physical location of SDPs will be determined by the Government on an order by order basis. Unless otherwise specified by an authorized user, the location of the SDP will be at the network side of the user provided equipment or service.
SDPs may be located on or off Government premises. Possible SDP locations include but are not limited to:
(a)
Network side of a Private Branch Exchange (PBX), Centrex system, or other communications system or network.
(b)
User side of contractor-provided access facilities (e.g., gateway router).
(c)
Standard carrier/user demarcation point.
(d)
Minimum Point of Penetration (MPOP).
(e)
Desktop (e.g., telephone set, personal computer [PC]).
(f)
Contractor’s POP, when access (whether dedicated or switched) service and transport service are required to be provided unbundled (see Section C.2.1.16).
The detailed interface specifications of SDPs are described in each service description.
Sprint will deliver service to the SDP. The physical location of SDPs will be determined by the Government on an order by order basis. Unless otherwise specified by an authorized user, Sprint’s SDP will be at the network side of the user provided equipment or service.

SDPs may be located on or off Government premises. Possible SDP locations include but are not limited to:

• 
Network side of a Private Branch Exchange (PBX), Centrex system, or other communications system or network. Network side in this case refers to the Sprint-provided equipment or facility interface, if connected to non-Sprint-provided equipment or facilities.

• 
User side of contractor-provided access facilities (e.g., gateway router).

• 
Standard carrier/user demarcation point.

• 
Minimum Point of Penetration (MPOP)

• 
Desktop (e.g., telephone set, personal computer [PC]).

• 
Contractor’s POP, when the Government opts for Class 1 access. The physical interface of the access facility is the SDP. These interfaces are at the DS-3 level on the access vendor’s side of the DS-3 cross-connect panel. 
Sprint will also provide intermediate SDPs (ISDPs) and Secondary SDPs (SSDPs) associated with Derived Access Adaptation Functions (DAAFs) to support Derived Access Adaptation Function Interfaces (DAAFIs).

Intermediate Service Delivery Point

ISDPs are designed to support cascaded DAAFs at a customer’s location. ISDPs are the demarcation points between individually specified DAAFs.

Normally, the customer specifies access and UNIs for an DAAF arrangement.  Figure 1.B.1-1.a shows this arrangement.
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Figure 1.B.1-1.a
DAAF Arrangement

In this case, Sprint will supply the necessary equipment to meet the performance criteria of the UNIs as specified in the appropriate service description section.

Due to a variety of reasons, the customer may want to specify a particular configuration of DAAFs to deliver desired performance, features, or other criteria. In this case, the ISDPs would be the physical point to determine performance of the cascaded DAAFs and the SDPs would be used to measure the availability of each. Figure 1.B.1-1.b shows this arrangement.
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Figure 1.B.1-1.b
Cascaded DAAFs

In the example shown, the customer has specified the performance parameters of DAAFs A, B, C, and D.

Secondary Service Delivery Point

SDPs are the physical location for service. For dedicated access, the SDP provides the nearest location for access performance measurements. In some network configurations, it may be advantageous for the Government to specify an SDP at a location, then specify a SSDP at another location without Sprint access between. Figure 1.B.1-1.c shows this arrangement.
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Figure 1.B.1-1.c
SSDP Arrangement

In this example, Sprint is providing the necessary equipment to deliver the service at the SDP and the SSDP. Sprint is not providing the access between the locations, SSDPs may not be used to measure performance parameters of the services as stated in the service description sections.

SSDPs and associated equipment will only be provided as part of Managed Private Network Service (MPNS). The performance parameters of the SSDP and its management support will be specified in the MPNS design document.

ISDPs and SSDPs in a Cascaded DAAF

Figure 1.B.1-1.d shows a possible configuration including an SDP, ISDP, and SSDP.
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Figure 1.B.1-1.d
ISDPs and SSDPs in Cascaded DAAFs

1.5.2
On Premises Wiring (C.2.1.5.2)
The SDP location may be at the standard commercial demarcation on premises or may be elsewhere inside the premises. Depending on the location, on premises wiring may be required within a building, and/or between buildings in a campus or military base environment to reach the SDP.
The SDP location may be at the standard commercial demarcation on premises (also known as Minimum Point of Penetration [MPOP]) or may be elsewhere inside the premises beyond MPOP. Depending on the location, on premises wiring may be required within a building, and/ or between buildings in a campus or military base environment to reach the SDP from the MPOP.

Inside wiring is typically in two segments. The first segment is a connection between the LEC or CLEC MPOP to Sprint’s Customer Premises Equipment (CPE), if provided. The second segment connects the CPE to the Government Furnished Equipment (GFE) as shown in Case 1 below, Figure 1.B1-2X

X

X

X

X

X

X

X

X

X

X

If existing wiring is to be used, the contractor shall verify that all such wiring meets the technical standards for the services being provided (e.g., U.S. cabling and safety standards and guideline as published by American National Standards Institute (ANSI) Electronics Industries Association/Telecommunications Industries Association (EIA/RIA) 568/569/606/TSB-36/TSB-40, ANSI/National Fire Protection Association (NFPA)-70, and EIA-T568A). However, for non-domestic locations, the contractor shall follow country-specific applicable wiring/cabling standards and guidelines.
If the existing or installed inside wiring does not meet technical standard, the contractor shall identify the standard to the user at no additional cost to the Government.
If existing wiring is to be used, Sprint will verify that all such wiring meets the technical standards for the services being provided. For non-domestic locations, Sprint will follow country-specific applicable wiring/cabling standards, guidelines, local laws, and regulations. If the existing inside wiring does not meet applicable technical standards, Sprint will identify the standard to the user at no additional cost to the Government. 

When provided with appropriate authority by the ordering agency, the contractor shall order inside wiring from the Government’s designated contractor. In addition, the contractor shall also coordinate installation, trouble reporting, and trouble rectification of inside wiring with the entity selected by the user for inside wiring.
When provided with appropriate authority by the ordering agency, Sprint will order inside wiring from the Government’s designated contractor. In addition, Sprint will also coordinate installation, trouble reporting, and trouble rectification of inside wiring with the entity selected by the user for inside wiring. 

When requested by the user, the contractor shall provide inside wiring which shall be negotiated on an individual case basis.
The contractor shall be responsible for isolating and identifying to the user any service problem caused during or after acceptance of the service by the existing or installed inside wiring so that user can rectify the inside wiring problem. However, the contractor will not be responsible for rectification of the problem associated with the existing inside wiring.
When requested by the user, Sprint will provide inside wiring. This will be negotiated on an individual case basis. Once the wiring has been installed and accepted by the user,the Government assumes responsibility for all maintenance and repair of the inside wiring. There may be cases where Sprint installs excess inside wiring capacity at the Government’s direction to support pending orders or future expansion. In these cases, Sprint will test and certify that all unused capacity is performing to the specifications set forth by the Government at the time of the wiring installation request. This certification, once accepted by the Government, will constitute a transfer of responsibility to the Government for all maintenance and repair of this inside wiring. For situations where Sprint provides the CPE as part of the basic service, Sprint will terminate its user side interface on a standard carrier demarcation point as appropriate for the CPE provided. The inside wiring to connect the Sprint CPE to the GFE will be at the direction of the Government. X

X

X

X

X

X

X

X

X

Sprint will assume responsibility for isolating and identifying to the user any service problems caused after service acceptance of the by the existing or installed inside wiring so that the user can rectify the inside wiring problem.  Sprint will not be responsible for rectification of the problems associated with the existing or installed inside wiring.

1.6
Numbering and Addressing Plan (C.2.1.6)
The Government in the future wants to move toward a numbering and addressing plan for on-net stations receiving switched services that is uniform across all FTS program networks for all switched services and follows the International Telecommunications Union/ Telecommunications Service Sector (ITU-TSS) Integrated Services Digital Network (ISDN) E.164 uniform numbering and addressing plan. However, a service-specific numbering and addressing plan has been specified in each specific switched service description, such as ITU-TSS X.121 for packet-switched service for on-net users located in North America. The contractor shall support each of the specified numbering plans. When E.164 is commercially available for a given service, then the Government reserves the right to select either the ITU-TSS ISDN E.164 uniform numbering and addressing plan for that switched service or the service-specific numbering and addressing plan supported for that service at the time of contract award.
The selection, at the time of contract award, of either the ITU-TSS ISDN E.164 or the service-specific numbering and addressing plan shall be at no additional cost to the Government.
If the ITU-TSS ISDN E.164 uniform numbering and addressing plan for all switched services is proposed, the contractor shall be responsible for keeping track of each on-net station’s capabilities (i.e., Class-of-Service [COS] markings) to receive and transmit multiple switched services as these are ordered and changed by the station’s users.
The contractor shall be responsible for the numbering plan associated with its network, as well as providing its numbering plan information to the Number Administrator to ensure that the same number is not assigned to different users in different FTS2001 program contractors’ networks (see Section C.3.2.7.4).
Sprint is committed to giving our customers the most flexible, standards based switched services numbering plan in the industry. Sprint’s expertise in providing, managing and 

enhancing our numbering plans has been demonstrated throughout our tenure as an FTS2000 vendor. Sprint was highly successfully in converting the FTS2000 switched voice services numbering plan from seven to ten digits. The Government can rest assured that Sprint will continue to provide the same superior level of support under FTS2001 as it enjoyed with FTS2000 Network B. 

Sprint’s past performance under FTS2000 proves that Sprint will be a willing partner in moving all FTS program networks towards a uniform numbering and addressing plan. We understand that the Government preferred numbering plan will be based on the International Telecommunications Union/Telecommunications Service Sector (ITU-TSS) Integrated Services Digital Network (ISDN) E.164. Sprint will support each of the service-specific numbering and addressing plans as defined in the specific switched service description of this proposal. Sprint will offer the Government ITU-TSS ISDN E.164 when it is commercially available for a given service. 

Once ITU-TSS ISDN E.164 becomes available, Sprint will offer Government at no additional cost the option to use either the ITU standard or the numbering and addressing plan supported for a given service at time of contract award. When we are able to provide ITU-TSS ISDN E.164, Sprint will keep track of an on-net station’s capabilities (i.e., Class-of-Service markings) to receive and transmit multiple switched services as the users of the station order or change them.

Sprint will be responsible for the numbering plan associated with its network. Sprint will also provided to the Number Administrator our numbering plan information. Sprint will work with the Number Administrator to ensure that the same number is not given to different users on different FTS2001 contractor networks.

1.7
Conformity to Standards (C.2.1.7)
Throughout Section C, references are made to standards (including interim standards, Internet Engineering Task Force [IETF] Requests for Comments [RFCs], or defacto standards) as they existed at the time of issuing this RFP. If a standard is defined in the RFP by a specific version and/or date, then that specific version of the standard shall be implemented. Otherwise, compliance with the latest versions of these standards is expected. American national standards shall supersede international standards for services to be provided to on-net users located in the U.S. Where multiple standards are cited, the order of precedence shall be industry forum specification (e.g., ATM Forum [ATMF]), followed by ANSI, followed by Bellcore, followed by ITU-TSS, unless otherwise specified.
Sprint’s products and services are well respected in the telecommunications industry for their adherence to officially approved or universally accepted standards. In addition, Sprint is a supporter of open systems standards for our network equipment and CPE to the maximum extent possible. To these ends, Sprint maintains membership on all recognized standards organizations and forums pertinent to our industry to influence the development of and accommodation to new standards. 

The specific standards that Sprint will meet for FTS2001 are detailed in the individual service sections. Where multiple standards are cited, the order of precedence will be industry forum specification (e.g., ATM Forum [ATMF]), followed by ANSI, followed by Bellcore, followed by ITU-TSS. American national standards shall supersede international standards for services to be provided to on-net users located in the U.S. Throughout Section C, references are made to standards (including interim standards, Internet Engineering Task Force [IETF] Requests for Comments [RFCs], or defacto standards) as they existed at the time of issuing this RFP.Sprint will adhere to a RFC or similar type recommendation only if it has been adopted by a recognized industry forum as an approved standard. To do otherwise is to invite proprietary protocols into a network, possibly jeopardizing compatibility with Government equipment or interoperability with public networks or other FTS2001 services. If a standard is defined in the RFP by a specific version and/or date, then that specific version of the standard will be implemented unless it has been superseded by a later standard. Superseding standards offer refined or expanded capabilities and include all aspects of the superseded standard.

1.8
Performance (C.2.1.8)
The contractor shall be responsible for all aspects of service quality, security, interconnectivity, and interoperability of services between SDPs. The applicable performance parameters for each service and feature are specified in each service description. These parameters shall apply to all domestic service.  Performance parameters for non-domestic service shall be as specified in Section C.2.1.13. Each performance parameter is defined in terms of the minimum acceptable level of performance for the service or feature. In addition, the performance provided shall always be at a level not less than what is available commercially. Thus, if the available commercial performance parameter is more demanding than the minimum acceptable level specified in the contract, the available commercial performance parameter shall prevail. See Section C.6 for measurement and calculations of specific performance parameters and monthly data reporting requirements. The contractor shall be responsible for delivering all services at the required performance levels as specified in this solicitation. In case a given service is disrupted at an SDP, the contractor shall, in at least 98 percent of the cases, restore the service within four hours of the notification of such disruptions. In addition, the contractor shall meet the specified performance regardless of traffic congestion in the contractor’s commercial or other private networks.
Sprint has demonstrated our high standards for performance in the services we provide for FTS2000.  We believe that our customers recognize the fact that Sprint is never satisfied with a status quo level of performance, but  continually seeks ways to improve the performance of our products and services.   For FTS2001, Sprint will be responsible for all aspects of service quality, security, interconnectivity, and interoperability of services between SDPs.  These parameters will apply to all domestic services. Performance parameters for non-domestic services are described in RFP Section 1.13. The applicable performance parameter for each service and feature is specified in each service description. The performance provided will always be at least at the level of what is available commercially. If the basic commercial performance parameter is more demanding than the minimum acceptable level specified in this proposal, the available commercial performance parameter will be offered to the Government at no additional charge. This does not apply to performance parameters where Sprint charges a premium for enhanced performance or reliability.

Sprint will be responsible for delivering all services at the required performance levels as specified in this proposal.  In case a given service is disrupted at an SDP,  Sprint will, in at least 98 percent of the cases, restore the service within four hours of the notification of such disruptions. Sprint will meet the specified performance regardless of the traffic congestion in Sprint's network. Should the cause be isolated to a cause that is not under Sprint’s direct control, these cases will be excluded from the calculations of overall network performance. Examples of these would be Acts of God, power failure at a SDP location, and failure of inside wiring. In addition, Sprint guarantees that the network performance will not be impaired due to traffic congestion in Sprint’s commercial network or other networks.

1.9
Compatibility (C.2.1.9)
In addition to the other requirements stated in this solicitation, the contractor shall ensure that its network is interoperable with any Government equipment connected to the Federal Telecommunications System 2000 (FTS2000) network at the time of contract award, or ordered prior to contract award, which is intended to be transitioned to the contractor’s network. Any interoperability problems resulting from the transition of FTS2000 Government equipment to the FTS2001 contractor’s SDPs or interoperability problems resulting after transition shall be resolved by the contractor, who shall provide the necessary technical support, development, operations, procedures, software, and equipment to resolve the problems with its network at no additional cost to the Government. However, the Government will be responsible for costs associated with equipping or modifying its switches to accomplish call routing to the contractor’s network. In addition, the contractor shall also continue to use the existing FTS2000 SVS numbers (including toll free (800) numbers) assigned to on-net stations when these stations are transitioned from FTS2000 network to the contractor’s network.
The contractor shall not be responsible for achieving compatibility with its network for any non-compatible Government equipment ordered for connection to the FTS2000 network after the award of the FTS2001 contract. However, the contractor shall be responsible for providing whatever assistance is necessary to help determine compatibility requirements with the users and vendors of equipment that is to be connected to the contractor’s network and/or services regardless of when the equipment is purchased.
Sprint as an existing FTS2000 service provider expects no internal FTS2001 transition interoperability issues with our existing customer base. Nor do we expect new Sprint customers under FTS2001 to offer any interoperability issues that Sprint has not already experienced and resolved under the FTS2000 contract. Sprint has always been able to address new service interoperability issues swiftly without delaying service delivery to our Government customers.  

Sprint guarantees our network will be interoperable with any Government equipment connected to the FTS2000 network at the time of contract award, or ordered prior to contract award which is intended to be transitioned to Sprint’s network.This applies to “like” services.  Examples of “like” services are Enhanced Packet and Frame Relay. As Sprint is a significant provider of services for the FTS2000 contract, we are completely knowledgeable of all services currently used. Any interoperability problems resulting from the transition of FTS2000 Government equipment to the Sprint’s FTS2001 SDPs or interoperability problems resulting after transition will be resolved by Sprint. Sprint will provide the necessary technical support, development, operations, procedures, software, and equipment to resolve the problems with its network at no additional cost to the Government.  However, the Government will be responsible for costs associated with equipping or modifying its switches to accomplish call routing to the Sprint’s network.  In addition, Sprint will also continue to use the existing FTS2000 SVS numbers (including toll free (800) numbers) assigned to on-net stations when these stations are transitioned from FTS2000 network to Sprint’s network. Until number portability is available for 900 services, Sprint will assign new 900 numbers for that type of service transitioning. If the Government is transitioning service with a private numbering scheme unique to a particular vendor’s network, Sprint will attempt to accommodate the Government’s existing numbers. Sprint understands that it will not be responsible for achieving compatibility with its network for any non-compatible Government equipment ordered for connection to the FTS2000 network after the award of the FTS2001 contract.  However, Sprint will provide whatever assistance is necessary to help determine compatibility requirements with the users and vendors of equipment that is to be connected to Sprint’s network and/or services regardless of when the equipment is purchased. All Sprint CPE has been tested and certified by Sprint’s CPE Product Engineering Group.  Rigid guidelines have been established to ensure that each piece of equipment is certified for compatibility with Sprint’s XXXX network.  Sprint adheres to industry standards, such as those established by ITU, ANSI and Bellcore in addition to Sprint’s own internal product specifications.  Sprint will work cooperatively with the Government and the vendors of any such equipment to determine compatibility requirements and help facilitate a solution for non-compatible equipment.

Sprint further guarantees that all GFE that has been tested and certified by the CPE Product Management Group, will continue to remain certified as long as there are no changes to hardware or software versions of the evaluated unit.  This includes CFE certified by Sprint under FTS2000 or FTS2001.

1.10
Originating Station Identification (C.2.1.10)
The Government requires Call Detail Records (CDRs) by originating station for station-specific billing and authorized call verification purposes. The contractor shall provide the Government with station identified CDR information. CDR information shall include, at a minimum, the provisions specified in Section C.3.6.1, C.3.6.3.1, and C.3.6.5.6.4. Station identification may also be used within the contractor’s network for call screening purposes. The contractor shall submit Station Identified Call Detail record information - Centralized Billing to the PMO on a monthly basis or when requested. The contractor shall also submit Station Identified Call Detail record information - Direct Billing to the agencies or sub-agencies monthly or as requested. Refer to Section C.3.2.7 for the media of delivery and Section F for other deliverable requirements.
Switched voice station identification may be provided by Automatic Identification of Outward Dialing (AIOD), Automatic Number Identification (ANI) (including Feature Group D type ANI), authorization code, or the North American implementation of ITU-TSS No. 7 (i.e., Signaling System Number 7 [SS7]). The associated standards are EIA RS-464/464-1 for AIOD, Bellcore SR-TSV-002275 for ANI, Bellcore GR-246-CORE for SS7, and ITU-TSS Q.931 for ISDN Basic Rate Interface/Primary Rate Interface (BRI/PRI). If voice station identification is available at an SDP and conforms to any of the above mentioned standards, the contractor shall be able to accept the originating station identification for CDRs purposes. As used in this contract, the term ANI includes all above-mentioned methods of voice station identification.
The contractor shall provide a network capability to trace/identify the on-net/off-net originating station and/or trunk group number by date, time and duration of calls placed through the contractor’s network to a previously identified station. Suppression of calling number delivery shall be provided as specified in Section C.2.2.1.2.2.1(g). The contractor shall coordinate with law enforcement officials having appropriate authorization for obtaining call trace information and provide them with required information.

Sprint is currently providing Call Detail Record (CDR) information as specified in this requirement to the Government under its existing FTS2000 contract. Sprint, under FT2000, long ago worked out all the issues in providing switch voice station identification as specified in this section and will not have any trouble in providing the services.

Sprint uses CDRs by originating station for station-specific billing and authorized call verification purposes.  Sprint will provide the Government with station identified CDR information.  CDR information will include, at a minimum, the provisions specified in RFP Section C.3.6.1, C.3.6.3.1, and C.3.6.5.6.4.  Station identification may also be used within Sprint’s network for call screening purposes.

Sprint's Station Identified Call Detail record information will be provided as  centralized billing to the PMO and Direct Billing to the agencies or sub-agencies on a monthly basis or as required.

Switched voice station identification may be provided by Automatic Identification of Outward Dialing (AIOD), Automatic Number Identification (ANI) (including Feature Group D type ANI), authorization code, or the North American implementation of ITU-TSS No. 7 (i.e., Signaling System Number 7 [SS7]).  The associated standards are EIA RS-464/464-1 for AIOD, Bellcore SR-TSV-002275 for ANI, Bellcore GR-246 for SS7, and ITU-TSS Q.931 for ISDN Basic Rate Interface/Primary Rate Interface (BRI/PRI).  If voice station identification is available at an SDP and conforms to any of the above mentioned standards, Sprint will accept the originating station identification for CDR purposes.  As used in this contract, the term ANI includes all above-mentioned methods of voice station identification.

Sprint will provide a network capability to trace/identify the on-net/off-net originating station and/or trunk group number by date, time and duration of calls placed through Sprint’s network to a previously identified station.  Sprint will coordinate with law enforcement officials having appropriate authorization for providing call trace information.  Suppression of calling number delivery will be provided as specified in RFP Section C.2.2.1.2.2.1(g). Sprint’s network provides this capability under FTS2000 and will continue to provide this  capability designed for the FTS2001 network.

1.11
Interoperability (C.2.1.11)

The contractor shall support interoperability for a given service offering so that a user of that service from one FTS2001 contractor shall be able to communicate with another user of that service from a different FTS2001 contractor with performance equivalent to that commercially available. The Government recognizes that different levels of interoperability (i.e., partial or full) exist commercially. Interoperability shall be made available for any service that is currently commercially offered by the contractor and is interoperable with another FTS2001 contractor’s network. The contractor shall notify the Government of the details of the level of interoperability available for the service. In addition, the contractor shall make available any future FTS2001 service interoperability at no additional cost to the Government when the contractor offers commercially the interoperability for its regularly provided service, whether provided by tariff or contract.
The contractor shall provide interoperability of its SVS, Toll Free Service, and 900 Service with the Public Switched Telephone Network (PSTN). The contractor shall also provide interoperability of its IPS with the Internet and with Federal Government Internet Protocol (IP) networks at established Federal Internet Exchange (FIX) points, or their replacements. As a minimum, the contractor shall provide connectivity with the following Network Access Points (NAPs):
(a)
Chicago NAP (Ameritech)
(b)
New York NAP (Sprint)
(c)
San Francisco NAP (Pacific Bell)
(d)
Washington, DC NAP (Also known as MAE East, MFS)
(e)
MAE West (MFS)
After contract award the contractor shall coordinate with the Federal Networking Council for interconnection standards.  If a user wants interoperability for any other FTS2001 service(s), the contractor shall provide such interoperability on an individual case basis.
In addition, the contractor shall also support interconnection with other Government networks/acquisitions (e.g., city specific MAA) at the contractor’s POP. The interconnection interface shall be the LANI as specified in the individual service description. The interfacing Government networks/acquisitions will be responsible for implementing the LANI for any gateway function required including address translations required to make the Government network’s/acquisition’s addressing and/or numbering plan compatible with the FTS2001 addressing and/or numbering plan. In addition, the FTS2001 contractor shall support and work cooperatively with other Government networks/acquisitions and shall be responsible for all testing, maintenance, outage time, and trouble repair associated with its LANI.
Sprint will support interoperability of like services between different FTS2001 contractor networks and users with performance equivalent to what is commercially available. Sprint understands that the different levels of interoperability (i.e., partial or full) exist commercially and is always striving for interoperability where it is economical for its customers.  Interoperability will be made available for any service that is currently commercially offered by Sprint and is interoperable with another FTS2001 contractor’s network.  Sprint will notify the Government of the details of the level of interoperability available for these services.  In addition, Sprint will make available any future FTS2001 service interoperability at no additional cost to the Government when Sprint provides commercial interoperability for that service.

Sprint will provide interoperability of SVS, Toll Free Service, and 900 Service with the Public Switched Telephone Network (PSTN).  

Sprints IPS currently exceeds the Government interoperability requirements as outlined in Section C.4, Internet Protocol Internetworking Services Interoperability Plan. Sprint’s Internet Access Service continues to maintain as many Internet Service Provider interconnect points as reasonably required. The Table 1.B.1-8 identifies Sprint’s Internet Access interconnect points and the speeds of connections. Sprint's FTS2001 IPS will provide connectivity to these interconnect points at a minimum.

Table 1.B.1-8
Sprint’s Internet Access Interoperability

Interconnect Points
State
Speed

Commercial Internet Exchange (CIX)
CA


Federal Internet Exchange (FIX)-East (through ICMNet)
MD


Federal Internet Exchange (FIX)-West (through ICMNet)
CA


MAE - East
DC


MAE - West
CA


Pennsauken NAP (New York NAP)
NY


Chicago NAP
IL


Stockton NAP (San Francisco NAP)
CA


Sprint privately peers with several National ISPs XXXXXXXXXXXXXXXXXXXXXXXXIt should be noted that Sprint is the provider of the New York NAP which is located at our Pennsauken, NJ switch facility. Sprint also maintains the International Connection Manager Network (ICMNET) for the National Science Foundation and many private high speed peering arrangements other major Internet Service providersX

X If a user wants interoperability for any other FTS2001 service(s), Sprint will provide such interoperability on an individual case basis.Sprint will also support interconnection with other Government networks/acquisitions (e.g., city specific MAA) at Sprint’s POPs.  The interconnection interface will be the LANIs as specified in the individual service descriptions. X

X

X

X

Sprint understands that the interfacing Government networks/acquisitions will be responsible for implementing the LANI for any gateway function required. This includes address translations required to make the Government network’s/acquisition’s addressing and/or numbering plan compatible with the FTS2001 addressing and/or numbering plan. Sprint will work cooperatively with the vendor(s) associated with these other Government networks/ acquisitions to interconnect and function as intended. The Government or its vendor(s) for these networks will be responsible for any special construction or other needs supplied by Sprint to support interconnection of these networks at a Sprint POP. Sprint will be responsible for all testing, maintenance, outage time, and trouble repair associated with our LANI.

1.12
Security of Contractor Infrastructure (C.2.1.12)
The contractor shall provide basic security-related service, which represents the security within the infrastructure of the contractor’s network in accordance with the contractor’s standard commercially available security services. This support is not considered a fee-for-service type of security offering. Basic security-related service support under the FTS2001 Program is directed at ensuring availability of service, confidentiality, and data integrity of both the contractor’s transmission systems and databases being maintained by the contractor in support of its services. The contractor’s infrastructure shall support best commercial practices against threats from hacker, criminal, and terrorist activities.
Instructions to offerors relating to this Section are provided in Section L.38.1.3.3.
As a major telecommunications service provider, and the FTS2000 Network B contractor, Sprint currently provides telecommunications security services to major Governmental clients, including GSA, the Department of Justice, the Department of Treasury, the Department of Defense, and members of the intelligence community. This experience in providing security services will be leveraged to ensure that the highest quality of security services are provided on FTS2001 to protect all network services, information, and information processing equipment from threats, attacks, or system failures. To ensure the security and integrity of FTS2001 services Sprint employs time proven, and well documented, security policies and procedures to protect the Sprint network infrastructure. This section highlights the key features of the mechanisms that Sprint will employ to ensure the security of the FTS2001 infrastructure. Complete details of these security features are contained in the FTS2001 Security Plan, which is included in Section C.3.0 of this Technical Volume.

Sprint will provide FTS2001 with basic security-related service, which represents the security within the infrastructure of Sprint’s network. This support is not considered a fee-for-service type of security offering. The basic security-related service support under FTS2001 is directed at ensuring availability of service, confidentiality, and data integrity of both Sprint’s transmission systems and databases being maintained by Sprint in support of FTS2001 services. Sprint will support best commercial practices against threats from hacker, criminal, and terrorist activities. In fact, Sprint is one of the recognized industry leaders in providing these types of services, having supportedX

X

X

Sprint has successfully protected transported information and transmission resources for many projects over the years, including FTS2000. Sprint will continue to provide high-quality security services for FTS2001 that are directed at:

• 
Availability - Protection against denial of service. Protection of data against sabotage or tampering by unauthorized persons. 

• 
Confidentiality of Data - Protection against unauthorized disclosure of information. Protection from access by unauthorized persons.

• 
Integrity of Data and Systems - Protection of Sprint provided equipment and information about the equipment operation against attack.

Sprint has defined security domain boundaries in developing security architectures and has experience implementing and maintaining those security perimeters. Sprint uses security objectives to develop security protection measures. The security objectives apply to both the network operation data and network management data, and both the network operation resource / services and network management resource / services.

Sprint currently carries public data on its network. As such, a well refined security operation is in place to both deter known threats and react to new threats. This effort is necessary to ensure public confidence in the commercial market, and there is a strong financial incentive to Sprint to maintain the high level of security currently in place.

An initial approach to protecting FTS2001 services is proposed in this document. The security plan (complying with OMB Circular A-130) has been provided in Section C. 3.0 of this proposal. Review of the approach identified in the security plan will be an ongoing function throughout the life of the FTS2001 contract. The security plan will be updated and submitted for approval by the Government at least once a year or more frequently at the request of the Government. 

Sprint will ensure the protection of the infrastructure and the network management data transported or contained within the infrastructure. Sprint understands that network management data includes accounting, configuration, fault, performance, and security management data. Such information is critical to ensuring the availability of the network and requires appropriate mechanisms for protection from unauthorized disclosure and modification. The security architecture includes a mapping of the security requirements to the functional components of the network and documents the security design decisions and rationale.
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Sprint’s security design provides the required functionality, features, mechanisms and performance. A risk analysis is performed on the security design to determine whether the security requirements are satisfied with an acceptable level of risk.Furthermore, the design provides the assurance characteristics of tamper resistance, verifiability, and resistance against circumvention or unintended bypass.

Sprint security analysis also considers risk management. The security plan addresses Sprint’s approach for conducting the FTS2001 risk analyses, which is an integral part of the FTS2001 risk management program. The initial risk analyses, which will be completed after contract award in accordance with the requirements of RFP Section E.4, will identify and quantify all risks, including identification of critical risks. The risk analyses will also include identification of measures to ameliorate risks. If the residual risk is determined to be unacceptable, improved security protection is incorporated and the analysis is redone. Risk analysis is an iterative process and will be repeated as needed throughout the life of the contract.

Risk management identifies the following:

• 
What is being protected

• 
What it is being protected against

• 
What might happen if the threat was realized

• 
What security safeguards are in place

• 
What additional safeguards are required.

The likelihood of the realization of the threat is factored into the risk analysis. The analysis is used to provide the basis for choosing the system security mechanisms based on an estimate of whether threat frequencies and damages are reduced to an acceptable level. Sprint’s design fully mitigates each of the risks identified through this security analysis process.
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1.12.1
Security Plan (OMB Circular A-130)(C.2.1.12.1)
The contractor shall update its security plan that was provided with its proposal and submit it to the Government for approval at least annually or more frequently at the request of the Government. Refer to Section C.3.2.7 for the media of delivery and to Section F for other deliverable requirements.
Sprint’s security plan, contained in Section C. 3.0 of this proposal, is compliant with OMB Circular A-130; and addresses in detail Sprint’s approach for supporting the security requirements for FTS2001. The security plan will be updated and submitted for approval by the Government annually, or more frequently at the request of the Government. Submission of the security plan will be in accordance with the delivery requirements in RFP section C.3.2.7 and Section F.

As required by OMB Circular A-130, Sprint’s security program focuses on providing the following controls in major applications:

• 
Assign Responsibility for Security

• 
Application Security Plan

– 
Application Rules

– 
Specialized Training

– 
Personnel Security

– 
Contingency Planning

– 
Technical Controls

– 
Information Sharing

– 
Public Access Controls

• 
Review of Application Controls

• 
Authorize Processing

1.12.2
Denial of Service (C.2.1.12.2)
The contractor shall protect against threats that deny service and thus reduce availability of the contracted service by providing mechanisms to protect the transmission facilities, switching components, network management systems and other essential service provider facilities from unauthorized denial-of-service attacks, insider attacks, unauthorized or unexpected user actions, unauthorized intrusions, and other perceived threats.
The Government will have the right to make random spot checks, both from SDPs on the contractor’s network and from within the contractor’s network, to assess the protection against denial of service.
Sprint will protect against malicious threats that deny service and thus reduce availability of FTS2001 services. Sprint will provide mechanisms to protect the transmission facilities, switching components, network management systems and other essential Sprint facilities from unauthorized denial-of-service attacks, insider attacks, unauthorized or unexpected user actions, unauthorized intrusions, and other perceived threats. Sprint recognizes the Government’s right to make random spot checks (from SDPs and within our network) to assess the protection against denial of service.

Denial-of-service has always been of primary concern to Sprint in satisfying its mission and obligation to all customers, both commercial and Government. Sprint’s security policy dictates that information which is sensitive or proprietary to Sprint, our customers, critical systems, and resources must be adequately protected against denial-of-service attacks. 

Sprint will  protect against denial-of-service attacks  including any action or series of technical actions that prevents any part of the system from functioning in accordance with its intended purpose.  This includes any action that causes unauthorized destruction, modification, blockage, or delay of service.  Sprint will ensure that the access transmission services  are protected from malicious attacks, including the following:

• 
Jamming

• 
Spoofing

• 
Manipulated overloads

• 
Computer virus

• 
Induced system crashes

• 
Unauthorized message injection

• 
Threats identified in the NCS’s “Electronic Intrusion Threat to National Security and Emergency Preparedness Telecommunications,” September 1993.

Sprint’s denial-of-service protection includes mechanisms that protect the transmission facilities, switching components, network management systems, and other essential service provider facilities. These protective mechanisms guard against unauthorized denial-of-service attacks, insider attacks, unauthorized or unexpected user actions, unauthorized intrusions, perceived threats, or unauthorized destruction, modification, blockage, or delay of service. 

Sprint is experienced in developing counter measures for identified threats.  As an example, consider Sprint’s approach to protect against the threat of hardware corruption from computer viruses, a high cost item in terms of computer resources and loss of productive time.  Malicious software will generally contain two or more of the following components:

• 
Mission component or objective

• 
Propagation component or replication mechanism

• 
Trigger component or activation mechanism

The security goal is to minimize the chance of introducing viruses, ensure the timely detection of virus infections, isolate affected systems and equipment, and provide reliable means of eliminating infections from the affected partsX
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A full array of checks and balances is utilized to minimize introduction of harmful code within Sprint’s systems.Sprint will work with the Government in assessing how best to protect against denial-of-service vulnerabilities.
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