B.
Service and Feature Descriptions (L.38.1(b)) (L.38.1.2)
L.38.1(b) Service and Feature Descriptions. This part shall describe in detail each of the services. The offeror’s response to all requirements shall be provided in this section. All mandatory and optional items offered shall be described in detail to include:
(1)
A technical description of the capability 
(2)
Proposed performance standards (for optional items)
The offeror is encouraged to propose additional offerings (optional) and to propose additional services, features, etc., that it currently makes available to large users of global integrated services.

L.38.1.2
Service and Feature Descriptions
The offeror shall describe in detail the basic service and all mandatory features specified for each of the services in Section C that it is proposing. This section of the offeror’s proposal shall be organized according to the order of the services in Section C. The offeror’s descriptions shall include, but not be limited to:
(a)
The ability of the offeror to provide the services as specified.
(b)
The ability of the offeror to provide the complete set of mandatory features for each service.
(c)
Any modifications required of the offeror’s network in order to support and/or deliver any of the services and their associated features.
(d)
Any unique requirements, special interfaces, or limitations regarding the implementation of the services and associated features at the Service Delivery Points (SDPs).
(e)
Any special contractor equipment required at the SDPs in order to deliver the services.
1.0
General Requirements (C.2.1)
This section defines the services that the Government intends to acquire under this procurement. Included in this section are the specifications of these services and their performance, features, and interfaces.
1.1
Services (C.2.1.1)
The contractor shall provide the following types of services:
(a)
Telecommunications Services. These services will be used for communications between users.
(b)
Security Services. These services are divided into two categories -- basic security services, which shall be included as an intrinsic part of the telecommunications services provided, and which are intended to ensure availability and connectivity; and fee-based security services, which offer additional specialized forms of protection and which are ordered separately as desired by the user. Both categories are mandatory.
(c)
Management and Operations Services. These services will be used to effectively manage and control telecommunications resources, reduce network management and operations costs, and administer the contract.
(d)
National Security and Emergency Preparedness. This service will ensure that the network is maintained in a state of readiness for national emergencies.
Security, Management and Operation, and National Security and Emergency Preparedness (NS/EP) are regarded as integral to the provisioning of the telecommunications services.
These are described in more detail below.
1.1.1
Telecommunications Services (C.2.1.1.1)
Mandatory telecommunications services are presented individually in detail in Sections C.2.2 through C.2.4. In order to assure that all facets of the requirements for each service are clearly presented each service description is structured in identical fashion. Two primary objectives largely determined how the service descriptions were structured. Understanding these objectives and the resulting organizational structure of Section C.2 will aid in understanding the RFP. The objectives considered in organizing this structure are:
(a)
The need to identify separately the access and transport requirements for each service to allow for unbundling of access from transport in the future if the Government chooses to do so (e.g., access may be acquired under the Government’s MAA contract(s))
(b)
The need to identify features, performance parameters, and interfaces unique to the access and transport segments of each service
The access and transport requirements for each mandatory telecommunications service are described separately. Requirements for both access and transport are described under the headings of:
(a)
The basic service
(b)
Features
(c)
Performance
(d)
Interfaces
Interfaces are further subdivided into User-to-Network Interfaces (UNIs) and Local Access to Network Interfaces (LANIs). Mandatory and optional items are described separately in each category. Figure C.2.1.1.1-1 illustrates the structure. The specifications for mandatory telecommunications services in Sections C.2.2, C.2.3, and C.2.4 conform to this structure. (Note that the description of access in Section C.2.1.16 does not conform to this structure).
As used in this RFP/contract, the term “Mandatory” identifies core items that must be offered. The contractor is not permitted to provide prices for mandatory items unless a pricing element exists in Section B. If a price is provided by the contractor then it must be in the format specified in Section B. Each mandatory item must meet or exceed the associated performance requirements as specified in this RFP.
As used in this RFP/contract the term “Optional” identifies items that may or may not be offered, at the option of the contractor. Specifications for optional items are provided throughout Section C.2. If offered, the contractor need not fully comply with the specifications provided. If offered, the contractor shall fully describe the optional item, including price, and how it differs from the specifications provided.
Sprint will provide a technical solution that meets or exceeds most requirements, is an inherently low risk approach, and is backed by Sprint’s proven superior past performance.X

X

XSprint has many years of experience in providing services for large Government networks. The focus on supporting these networks is part of Sprint’s corporate culture, as evidenced by the significant number of times that Sprint has enhanced the FTS2000 network since the initial transition in 1989. 

Although contract modifications to services and features have given the users more choices, Sprint has implemented significant fundamental network infrastructure changes to enhance the value of the FTS2000 services. Sprint continues with this legacy today. Sprint’s backbone network will be a 100 percent SONET ring architecture in 1998. On the local distribution side, Sprint has used its many decades of experience as a Local Exchange Carrier to formulate a network of interlocking fiber rings as part of its Sprint Metro SONET offering. This stable, self-healing design gives the Government an end-to-end solution which virtually eliminates the impact of fiber cuts.

Continuing in its tradition of leading the industry in technical innovation and sophistication, Sprint is in the process of moving all of its services to an ATM consolidated transport network. Once deployed, Sprint will be able to implement services through virtual commands to a single network management platform. Customers will be able to draw real time information from the network detailing product performance, adherence to specifications, impact of network events, and measures of traffic volumes to a very detailed level. The Sprint network will continue to be the envy of other service providers, worldwide.

X

X

X

X

X

X

X

X

X

X

X

1.1.1.1
Mandatory Telecommunications Services (C.2.1.1.1.1)
C.2.1.1.l.1(a) Circuit Switched Service (CSS), in which communications resources are shared among many users through the use of one or more circuit switching devices:
(1)
Switched Voice Service (SVS)
(2)
Circuit Switched Data Service (CSDS)

 (3)
Toll Free Service (including 800, 888, and other Service Access Code [SAC] services as they develop)
(4)
900 Service (including other equivalent SAC services as they develop)
Sprint will supply the following Circuit Switched Service (CSS) telecommunications services, in which communications resources are shared among many users through the use of one or more circuit switching devices:

• 
Switched Voice Service (SVS) will be provided by Sprint’s VPN Premiere and Global VPN offering. This is a virtual private network offering that uses a software partition to deliver advanced switched circuit services over Sprint’s public switched network. Switched voice service for non-SDP originating traffic will be provided by Sprint’s VPN Premiere FONCARD.

• 
Circuit Switched Data Service (CSDS) will be supplied through the VPN Premiere switched data offering. This service utilizes a highly reliable switching platform, as well as dedicated, reserved trunking between switches. Interoperability is provided through the Public Switched Telephone Network.

• 
Toll Free Service will be supplied by Sprint’s Enhanced Toll Free service, International Toll Free service, and features of the Enhanced Services Platform. This is a dedicated and switched access offering, utilizing advanced routing and customer control features as part of the basic service.  Sprint will provide 800 and 888 Service Access Codes [SAC] and will support others as they develop.

• 
900 Service will be supplied by Sprint’s Enhanced Services Platform. Sprint will support other SACs as they develop.

C.2.1.1.l.1 (b) Switched Data Service (SDS), in which communications resources are shared among many users through the use of a packet/ cell/frame switching device:
(1)
Packet Switched Service (PSS)
(2)
Frame Relay Service (FRS)
(3)
Internet Protocol Internetworking Service (IPS)
(4)
Asynchronous Transfer Mode Service (ATMS)
Sprint will provide Switched Data Services (SDS), in which communications resources are shared among many users through the use of a packet/cell/frame switching device:

• 
Packet Switched Service (PSS) requirements will be satisfied by SprintNet, the world’s first and largest public X.25 network. SprintNet has extensive domestic and global coverage.

• 
Frame Relay Service (FRS) will be supplied by Sprint Frame Relay. The international locations will be served by Global One. Global One has dedicated frame relay connections to Sprint’s domestic Frame Relay network.

• 
The solution for Internet Protocol Internetworking Service (IPS) is Sprint IP. This is the first deployed and largest IP network maintained by any US carrier. Sprint IP has an extensive domestic network, and serves as NSF’s International Connection Manager (ICM). Sprint also operates the Pennsauken Network Access Point (NAP).Sprint is the only nationwide carrier to operate a NAP.

• 
Asynchronous Transfer Mode Service (ATMS) requirements will be satisfied by Sprint’s ATM service. Originally offered to the Government based on specifications from the Department of Defense, Sprint developed a public ATM offering that not only satisfies Federal requirements, but is also a resounding success with large corporations seeking a broadband solution to their networking needs.

C.2.1.1.l.1(c) Dedicated Transmission Service (DTS), in which communications circuits are allocated to one user or a group of users.
Dedicated Transmission Service (DTS) requirements will be satisfied by Sprint’s Clearline suite of products. Clearline will provide dedicated access, clear channel transmission facilities at a multitude of speeds and a variety of interface options.

C.2.1.1.l.1(d) VTS, which is a Value Added Service (VAS).
Table C.2.1.1.1.1-1 contains a listing of the section numbers where the requirements for mandatory telecommunications services are specified. The section numbers in this table correspond to the “X.X.X” values in Figure C.2.1.1.1-1.
Table C.2.1.1.1.1-1. Requirements for Mandatory Telecommunications Services

Service
Section

Switched Voice Service
C.2.2.1

Circuit Switched Data Service
C.2.2.2

Toll Free Service
C.2.2.3

900 Service
C2.2.4

Packet Switched Service
C.2.3.1

Frame Relay Service
C.2.3.2

Internet Protocol Internetworking Service
C.2.3.3

Asynchronous Transfer Mode Service
C.2.3.4

Dedicated Transmission Service
C.2.4

The detailed specifications for each of the above services are described in Sections C.2.2 through C.2.4 and in Section C.2.7.4 including performance parameters and the associated thresholds. Performance data reporting requirements and methods are specified in Section C.6.
As part of the service offering, the contractor shall provide, when requested by the user, support activities that may be required to ensure proper delivery and full and/or improved utilization of all telecommunications services as described in Sections C.2.2 through C.2.4 and in Section C.2.7.4. Such support activities include, but are not limited to, management, maintenance, design and engineering services which are provided by the contractor as part of an adjunct to commercial telecommunications services in support of unique customer requirements. Each request will be negotiated on a case by case basis.
Table 1.B.1-1 summarizes Sprint’s offerings for mandatory services for FTS2001:

Table 1.B.1-1
Mandatory Telecommunications Services



Service
Sprint Product

Switched Voice Service
VPN Premiere, Global VPN, Enhanced Services Platform, FONCARD

Circuit Switched Data Service
VPN Premiere

Toll Free Service
Sprint Enhanced Toll Free, International Toll Free Service, Enhanced Services Platform

900 Service
Sprint 900, Interactive Voice Platform

Packet Switched Service
SprintNet

Frame Relay Service
Sprint Frame Relay

Internet Protocol Internetworking Service
Sprint IP

Asynchronous Transfer Mode Service
Sprint ATM

Dedicated Transmission Service
Clearline

The detailed specifications for each of these services are described in Sections 2 and 3 of this technical proposal. As part of the service offering, Sprint will provide, when requested by the user, support activities over and above those services normally expected as part of the basic service.  This may be required to ensure proper delivery and full and/or improved utilization of all telecommunications services as described in Section 2 of this volume. Each request will be negotiated on a case by case basis.

1.1.2
Security Services (C.2.1.1.2)
Telecommunications services under this contract will carry nonsensitive programmatic and administrative traffic, Unclassified But Sensitive (UBS) traffic, and higher levels of sensitive and/or classified traffic that has been encrypted by agency users. Therefore, security services are required. Such security services shall include protecting all network services, information, and information processing resources against threats, attacks, or failures of systems. After award, the contractor shall update the security plan that was submitted with its proposal, and perform the risk analysis described in the plan. The security plan and risk analyses shall address all aspects of security, including but not necessarily limited to those described in Section C.2.1.12. The risk analyses shall identify all risks, including identification of critical risks. The risk analyses shall include identification of measures to ameliorate risks. The risk analysis results must be approved by the Government. The security plan and related risk analyses shall ensure compliance with requirements outlined in this section, Section C.2.1.12 Security of Contractor Infrastructure, and any additional requirements of the Office of Management and Budget (OMB) Circular A-130.
In order to support the Government security needs, the contractor shall provide the following security-related service features and functionalities:
(a)
Basic security of contractor infrastructure (see Section C.2.1.12)
(b)
Fee-based security services
(1)
Protection of airwave propagation or wireline assurance. When a user requests wireline assurance, the contractor shall ensure that all communications links shall be either wireline links (i.e., copper or fiber optic) or encrypted radiowave links.
(2)
Other security features, as required by the user. The cost of these features shall be negotiated on an individual case basis.
As a major telecommunications service provider, Sprint currently provides telecommunications security services to major Governmental clients including GSA, the Department of Justice, and the Department of Treasury. This experience in providing security services will be leveraged to ensure that the highest quality of security services are provided on FTS2001 to protect all network services, information, and information processing equipment from threats, attacks, or system failures.

FTS2001 telecommunications services will carry nonsensitive programmatic and administrative traffic, Unclassified But Sensitive (UBS) traffic, and higher levels of sensitive and/or classified traffic that has been encrypted by agency users. To ensure that all user security requirements are satisfied, Sprint will provide FTS2001 security services in two categories - basic security services, which will be included as an intrinsic part of the telecommunications services provided, and which will ensure availability and connectivity; and fee-based security services, which offer additional specialized forms of protection and which are ordered separately as desired by the user. 

Basic FTS2001 security services are those features that are an intrinsic part of the telecommunications services that Sprint is providing to the Government under this contract. For example, one key component of these security services is the SprintGUARD Security Support Services, which provide voice network security support services to ensure unsurpassed network integrity and reliability. Table 1.B.1-2 overviews the features of SprintGUARD Security Support Services. Additional security services, such as managed firewall services and web filtering services, are used to provide data network security. Details on the basic FTS2001 security services are contained in Section B.1.12 of this Technical Volume.

Table 1.B.1-2
SprintGUARD Security Support Services

Service
Service Description

SprintGUARD Basic
Private branch exchange (PBX), voicemail, Centrex, and auto-attendant systems are vulnerable to abuse when not properly secured. SprintGUARD Basic helps customers protect CPE privacy and integrity.

SprintGUARD Plus
Sprint was the first carrier in the industry to limit customers’ financial exposure to CPE fraud. In addition,   SprintGUARD Plus services provide comprehensive traffic monitoring, notification support, and other services.

SprintGUARD Elite
Sprint’s premiere CPE fraud protection service, SprintGUARD Elite, provides customers with the highest level of CPE fraud protection available by reducing customer financial liability to zero.   Features include comprehensive fraud analysis, traffic reporting, security consultation support, and investigative and prosecution support. 

In order to support other Government security needs, Sprint will also provide fee-based security services. These fee-based services will include:

• 
Protection of airwave propagation or wireline assurance. When a user requests wireline assurance, Sprint will ensure that all communication links will be either wireline links or encrypted radiowave links.

• 
   Fee-based security services for security feature of video teleconferencing service. 

Sprint will provide physical security of Sprint’s bridging facility, protection of the video teleconferencing-related database, encryption devices at the bridging facility, and will make available the encryption devices for the Government facilities to ensure compatibility with encryption devices located at the bridging facility.

• 
Other fee-based security services, as requested by the user, which will be negotiated on an individual case-by-case basis.

Specific details of the FTS2001 security services are contained in Section B.1.12 of this Technical Volume.  In addition, a complete FTS2001 Security Plan has been included in Section C.3.0 of this Technical Volume.  The Security Plan addresses all major aspects of FTS2001 security, as well as Sprint’s approach for conducting the FTS2001 risk analyses. The Security Plan addresses critical FTS2001 security issues including, but not necessarily limited to, those described in RFP Section C.2.1.12. 

The risk analyses, which will be completed after contract award in accordance with the requirements of RFP Section E.4, will identify and quantify all risks, including identification of critical risks. The risk analyses will also include identification of measures to ameliorate risks. The Security Plan and related risk analyses will ensure compliance with requirements outlined in RFP Section C.2.1.12 and any additional requirements of the Office of Management and Budget (OMB) Circular A-130. Recognizing the critical nature of risk mitigation, Sprint acknowledges that the results of the FTS2001 risk analyses must be approved by the Government prior to the acceptance of support systems or any service.For FTS2001, risk assessment methodologies are used to identify and categorize threats, vulnerabilities, and potential losses. Threats take advantage of vulnerabilities that increase risk to an organization’s assets.Risk assessment methodologies are based upon a simplistic model of risk that identifies threats and the vulnerabilities they exploit to effect a security breach. Countermeasures are identified which mitigate potential losses resulting from the threat / vulnerability pairs. Loss due to a security breach is calculated based on the probability of the threat overcoming the countermeasure and creating the breach. The high-level FTS2001 risk assessment methodology is illustrated in Figure 1.B.1-1. Additional details on the process that will be used to evaluate FTS2001 risks are contained in the Security Plan.
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Figure 1.B.1-1    Risk Assessment Methodology 
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